Yaser Ghanam
CPSC701
Fall 2008


Privacy in Ubiquitous & Domestic Computing
Privacy, as defined by Westin [1], is: “the claim of individuals... to determine for themselves when, how, and to what extent information about them is communicated to others.” With the emergence of ubiquitous and domestic computing, privacy issues are increasingly serious. Ubiquitous and domestic computers invade our privacy when they cross one of the borders that we subconsciously draw around our private matters. According to Langheinrich [2], these borders can be described as: natural borders, social borders, spatial or temporal borders, and borders due to ephemeral or transitory effects. Once any of these borders is crossed, we start to feel uncomfortable using a certain technology. 

Whether we are shopping on eBay, transferring money online, using GPS devices for driving instructions, or even using Google to look for a restaurant, information is continuously being collected about our usage of these systems. Although information collection can be driven by good intentions such as improving quality of service or providing personalized solutions, misuse of this information can occur causing us to suffer implications at different levels.
 Information is sometimes collected with us being totally aware about it. A good example of this is when we willingly fill out an online survey or participate in a study. But there are many instances where information is being collected or used without our consent. This information is usually related to our biological identity (collected by health monitoring devices), social identity (collected by online social networks) or financial identity (collected by our online banking systems). Even when we are aware about information being collected, the general case is that we are unaware of how this information can be used by third parties for purposes different than what we originally subscribed to. 

Another category of privacy issues are related to home media spaces with always-on audio/video channels. Considering that the home is inherently a private place, measures need to be taken to balance awareness and privacy. To address this issue, a context-aware home media space was introduced that provided the user with easy control over the audio channel, video fidelity, capturing angle and other attributes [3,4]. 
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