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Abstract. The Jacobian of a hyperelliptic curve is the subject of many
conjectures and open problems in algebraic geometry and number the-
ory. Efficient Jacobian arithmetic plays a crucial role in the experimental
investigation of these problems. For curves of low genus, explicit formulas
effectively realize this arithmetic, but manually developing such formulas
is not feasible in higher genera. We introduce the first software package
for automating the process of generating and verifying explicit formu-
las for curves of arbitrary genus. Our formulas outperform generic algo-
rithms for Jacobian arithmetic and exhibit comparable operation counts
against manually fine-tuned formulas for small genera.
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1 Introduction

Since the introduction of elliptic and hyperelliptic curves for cryptographic pur-
poses [13,14,17], significant effort has been extended to speed up the underly-
ing group arithmetic via highly optimized formulas. The empirical investigation
of prominent open problems and conjectures in algebraic geometry and num-
ber theory has further motivated improvements to hyperelliptic curve Jacobian
arithmetic. This approach involves gathering extensive numerical data, aimed at
offering evidence and insights to help formulate a proof of (or less likely, find
a direct counterexample to disprove) these problems. Examples include ques-
tions pertaining to L-functions of abelian varieties over number fields, including
hyperelliptic variants of the Birch and Swinnerton-Dyer conjecture, the Koblitz-
Zywina conjecture, the Lang-Trotter conjecture, and the Sato-Tate conjecture
[23] for elliptic curves. Other interesting questions include analogues to the
Cohen-Lenstra heuristics [6] that describe the frequency of a given abelian group
appearing as the ideal class group of a quadratic imaginary number field. Here,
the function field version is the Friedman-Washington heuristics, which aim to
characterize analogous behavior for quadratic function fields [1,7].
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The generic arithmetic of the Jacobian of a ramified hyperelliptic curve of
arbitrary genus over a base field of odd characteristic is realized by Cantor’s
algorithm [5], which is expressed in terms of polynomial arithmetic thanks to
the Mumford representation [18] of group elements. This representation consists
of a pair of univariate polynomials of bounded degree over the base field, which
uniquely represents semi-reduced divisors on the curve.

Although there have been no asymptotic improvements to Cantor’s algo-
rithm since it was first proposed, significant practical improvements have been
achieved, and our work continues in this direction. One important improve-
ment is an adaptation of the NUCOMP algorithm [11], originally developed by
Shanks [21] for composing binary quadratic forms. The core idea was to embed
part of the reduction process of Cantor’s algorithm within its composition phase
and work with smaller intermediate polynomials and partial information (instead
of full Mumford representations of auxiliary divisors) to obtain the final reduced
divisor, the same as the output of Cantor’s algorithm. The advantage of perform-
ing divisor arithmetic via NUCOMP was experimentally confirmed, especially for
curves of higher genera, with a genus threshold around 7 or 8 [12] that was later
improved to 6 [10].

Further improvements to Jacobian arithmetic were achieved via an approach
known as explicit formulas. The idea is to transform the arithmetic on Mumford
polynomials to operations on their coefficients in the base field, which opens the
door to substantial computational improvements. Beginning with Harley’s first
practical set of such formulas [9] for hyperelliptic curves of genus 2, extensive
effort has been extended to derive explicit formulas for curves of genera up
to 4. These include highly optimized formulas in genera 2 and 3 with fewer
advancements in the case of genus 4 due to the increased complexity of deriving
explicit formulas as the genus grows. See Lindner [15] and the citations therein
for a comprehensive list of sources.

The work of Nagao [19] is also significant because instead of providing
straight-line formulas fine-tuned for one or a few particular genera, three
improvements were proposed that are applicable to divisor arithmetic in arbi-
trary genus (although some of them are only effective under specific conditions
on the genus). However, the operation counts reported in that work are based
on numerical experiments over a limited number of prime fields, not a rigorous
analysis of the formulas as found in the other aforementioned sources.

Continuing the process of manually deriving explicit formulas for curves
of higher genera is simply infeasible. In particular, aiming for fully optimized
explicit formulas covering all the possible cases (rather than only the most com-
mon case usually addressed in the literature), as undertaken by Lindner [15] for
genera 2 and 3, is out of the question; the number of cases and the size of the
formulas simply grow far too rapidly as the genus increases. This suggests a new
and entirely different approach to generate such formulas via automation.

In this paper, we present a novel comprehensive algorithmic methodology
for developing computer-generated efficient explicit formulas for Jacobian arith-
metic on ramified hyperelliptic curves of arbitrary genus, including software that
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implements this approach. This represents the very first foray into automation
of explicit formula generation. We focus on affine formulas requiring a single
field inversion as this is typically the preferred model for numerical conjec-
ture testing [23], but our methods are certainly extendable to any other desir-
able model including split hyperelliptic curves and projective (inversion-free)
models. We validate our formulas via extensive test suites and report in detail
on our field operation counts and practical performance. Our automatically gen-
erated explicit formulas predominantly outperform the generic algorithms of
Cantor’s addition and NUCOMP in terms of runtime for curves of genera 2
to 10 over base fields of various sizes. Our operation counts are better than
those reported by Nagao [19] in the case that a generic algorithm for Jacobian
arithmetic is employed. Moreover, our operation counts remain within a rea-
sonably close range when compared to hand-crafted explicit formulas, manually
fine-tuned for limited cases of low-genus curves. The results of our white-box
and black-box test suites (also produced automatically by the software based on
its input parameters) ensure an extremely high level of reliability of the auto-
mated formulas, thanks to verifying each set of formulas against a vast number
of concrete test cases.

2 Hyperelliptic Jacobians

For the mathematical background and further details, the reader is referred to
[8,15,16] and [3, Chapter 2]. Throughout, let k be a perfect field, k its algebraic
closure, and k[z] the univariate polynomial ring over k. The leading coefficient of
a polynomial P(z) € k[z] is denoted by lcf(P). A (ramified) hyperelliptic curve
C of genus g defined over k is represented by a hyperelliptic equation

C:y? + by = f(2) (1)

that is irreducible in k(z,y) and non-singular, with f(x), h(x) € k[z], deg(f) =
29+ 1 and deg(h) < g.

A divisor D on C is a formal sum of points on C, written as D =) o npP,
where the sum runs over all points on C, including those with coordinates in k
and the unique point at infinity, denoted co. Here, np € Z, and only finitely many
np are non-zero. The degree of D is the integer deg(D) = >, np. Thus, every
degree zero divisor D has the form D = D, — deg(D,)oo, where the sum of the
affine divisor D, runs over the points P # oo on C. For simplicity, we henceforth
identify D with its affine part D, and its degree with deg(D,) (although the
actual degree of D is of course zero).

A principal divisor is the divisor of a rational function R(z,y) on C, where
each np is the order of P as a pole or a zero of R(z,y). Two divisors Dy, Dy on C
are said to be (linearly) equivalent, written Dy = Do, if Dy — Do is principal.
We will henceforth only consider divisors defined over k, i.e., divisors that are
fixed by the Galois group of k/k. The Jacobian or (degree zero) divisor class
group of C' is the finite abelian group of linear equivalence classes of degree
zero divisors defined over k£ under formal divisor addition. It generalizes the
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notion of the group of points on an elliptic curve, and although its mathematical
construction is somewhat involved, we will see that its elements have a simple
representation as pairs of polynomials in k[z].

In practice, Jacobian arithmetic involves two special types of divisors. For
a semi-reduced divisor D with D, = )" pnpP, all np are non-negative and no
subsum of D, produces a principal divisor. In addition, D is reduced if deg(D,) <
g. Every divisor class in the Jacobian of C' contains a unique reduced divisor that
is efficiently computable. Jacobian arithmetic can thus be performed on reduced
divisors: to add two degree zero divisor classes, given by their respective unique
reduced representatives Dy and Do, find the unique reduced divisor in the class
of D1 + DQ.

Every semi-reduced divisor D with D, = ) ,npP can be uniquely repre-
sented by a pair of polynomials u,v € k[z], referred to as the Mumford repre-
sentation of D and written as [D] = [u, v]. Here, the roots of u are exactly the
z-coordinates of the points P appearing in D, with respective multiplicities np,
and v Hermite-interpolates the points in D, up to order np. In particular,
deg(v) < deg(u) = deg(D,). By way of the Mumford representation of reduced
divisors, every degree zero divisor class is thus uniquely represented by a pair of
polynomials u,v € k[z] with deg(v) < deg(u) < g, and Jacobian arithmetic can
be realized via arithmetic on these polynomials. For example, the Jacobian of the
genus 2 curve C : y? +zy = 2%+ 22+ 1 over k = F3 is a cyclic group of order 10,
generated by the class of the reduced divisor D = (-1 4 ¢,1) + (=1 — 4,1),
where 2 = 2. The Mumford representation of D is D = [z? + 2z + 2, 1].

Cantor’s algorithm [5] performs Jacobian arithmetic on Mumford representa-
tions in two stages. Given two reduced input divisors [D;] = [u1,v1] and [Ds3] =
[ug,v2], composition produces a semi-reduced divisor D = [u,v] = Dy + Da,
which entails two (and generically only one) extended GCD computations on
uy, ug and vy + ve + h, with h(x) given in (1). This is followed by reduction
to obtain the unique reduced divisor equivalent to D, computed via a series of
intermediate semi-reduced divisors from the continued fraction expansion of the
function (u + y)/v on C. Each continued fraction step decreases deg(u) by at
least 2, so the reduced divisor equivalent to D 4 D5 is found after at most [g/2]
reduction steps.

In [11], Shanks’ NUCOMP algorithm [21] was introduced into Jacobian arith-
metic to replace Cantor’s arithmetic. It interleaves the composition and reduc-
tion stages, thereby avoiding the costly computation of [g/2] intermediate Mum-
ford polynomials and operating on polynomials of smaller degree throughout.
Algorithm 1 provides pseudocode of the NUCOMP variant used as the basis for
the automated explicit formulas presented herein.

3 Explicit Formulas for Jacobian Arithmetic

Instead of working with Mumford polynomials, explicit formulas describe Jaco-
bian arithmetic in terms of operations (i.e., additions, subtractions, multipli-
cations and inversions) in the base field k, performed on the coefficients of
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Algorithm 1: NUCOMP [15, Algorithm 19 with minor adaptations]

Input: [ui,v1], [uz,v2], f, h
Output: [u,v] = [u1,v1] + [u2, ve]

1 if deg(u1) < deg(uz) then
2 Swap [u1,v1] and [usz, v2].
3t1:’U1+h, to = vy — V1.
4 w1 = (f —vi(v1 + h)) /ur (exact division).
5 (S,a1,b1) = XGCD(u1,us2) (only S and a; are needed).
6 K = aitz (mod u2).
7 if S # 1 then
8 (Sl,az,bz) :XGCD(S7U2+t1).
9 S=45"
10 K =asK + byws.
11 if S #1 then
12 u1 = u1/S, uz = uz/S (exact division).
13 wp = wls,
14 K =K (mod uz).
15 if deg(u1) + deg(u2) < g then
16 u=uiuz. v =v1 + u1 K (mod u).
17 else
18 r=K,r=us, =0, c=-1, 1 =-1.
19 while deg(r) > (deg(uz) — deg(u1) + g) /2 do
20 (g¢,mn) = DivRem(r’, ).
21 r=r,r=r,, cn=c —qc, ¢ =¢c, c=cp, | =—I.
22 ts = uir.
23 M = (ts + tac) Juz (exact division).
24 My = (r(v2 + t1) + wic) /uz (exact division).
25 U/:l(’l"Ml _CMQ).
26 z = (t3 + c'u’) /c (exact division).
27 v=2z—1t1 (mod u').
28 u = v, and then make u monic.
29 return [u, v].

these polynomials. Although they do not decrease the asymptotic complexity
of Jacobian arithmetic, explicit formulas lead to significant practical improve-
ments, in terms of both field operation counts and empirical runtime. They
eliminate redundant calculations, re-use computations and effect other optimiza-
tions by utilizing an efficient combination of techniques to perform each block of
polynomial-level calculations (see [15] for a survey of these techniques). Explicit
formulas are the state-of-the-art methods for genus 2, 3 and 4, but producing
them for higher genera is too labour-intensive to do by hand. In this section, we
give an overview of the key techniques we use to generate explicit formulas for
arbitrary genera using our automated method.

Given its advantages over Cantor’s method, we chose NUCOMP as the base
generic algorithm from which to derive our explicit formulas. This choice is
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further supported by Lindner’s work [15] that derived state-of-the-art explicit
formulas for curves of genera 2 and 3 from NUCOMP. The overall idea is to
transform Algorithm 1 into a loop-free set of instructions at the level of field
operations. Following prior literature, we denote (non-constant) multiplication,
addition, squaring, constant multiplication, and inversion by M, A, S, C, and I,
respectively. Note that by constant multiplication we mean that at least one of
the multiplicands is a coefficient of one of the defining polynomials f or & of the
curve Eq. (1) or a fixed element of the base field k.

When converting the polynomial arithmetic operations in NUCOMP such
as multiplication and division to explicit formulas, there are several choices of
which algorithm to use for a given operation. Our software is designed to deter-
mine and use the optimal algorithms in terms of minimizing field operations
subject to the genus of the curve under consideration. For polynomial multipli-
cation and modular reduction, our software includes both the schoolbook and
Karatsuba algorithms, but it is easily extendable to include others. The software
also performs optimizations for exact divisions (when the remainder is known
to be zero) and for reducing the number of required field inversions to just one
inversion (at the expense of extra multiplications) via Montgomery’s trick for
simultaneous inversions.

Optimizing polynomial arithmetic described in terms of base field operations
requires taking the comparative cost of different field operations into account. A
performance trade-off between pairs of field operations (e.g., multiplication and
addition) can be described via a threshold of the relative cost of one operation to
the other. For instance, a threshold of 3 for the relative cost of a multiplication
to an addition means that it is only beneficial to save 1 multiplication at the cost
of at most 3 extra additions. The example below demonstrates how to compare
and pick the best choice between the Karatsuba and schoolbook algorithms to
perform the multiplication of two input polynomials of degree two.

Example 1. Let A(z) = agx® + a1x + ag, B(z) = bex® + by + by € k[z], and
put C(z) = A(x)B(x). Schoolbook multiplication computes the coefficients of
C(x) = ey + 32 + co2? + c17 + ¢ as

¢4 = agby, c3 = asby + aibo,

c2 = agbg + arby + apb2, c¢1 = aibg + agby, co = agbo,

for a cost of 9M + 4 A. In contrast, employing Karatsuba multiplication, we first
rewrite A(x) = (asz + a1)x + ap and B(x) = (baz + b1)z + by, so

C(z) = (agz + a1)(baz + b1)2* + ((agz + a1 + ag)(baz + by + bg)
— (ag.%' + al)(ng + bl) — aobo)$ + agbg.
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Executing recursion once again for the intermediate subexpressions, we find that

G(z) := (agx + a1)(bax + by)
= agbyx® + ((ag + a1)(by + b1) — asby — a1by)x + a1by,
H(z) := (asx + a1 + ag)(bax + by + bo)
= asbyz® + ((a2 + a1 + ag)(ba + by + bg) — aszby
— (a1 + ao)(b1 + bo))x + (a1 + ao)(br + bo),
F(z) := agpbo,

Writing G(z) = gox? + g12 + go and H(x) = hax® + hix + hg, we obtain
c4=¢g2, C3=g1+ha—g2, ca=go+hi—g1, ci=ho—go— fo, co=fo.

This alternate method costs 7M + 16A4, so the cost difference between the two
methods is 2M —12A. Thus, as long as 1M is more expensive than 6 A in the base
field, it is worth using Karatsuba’s technique instead of the schoolbook method.

By an ezact division, we mean that when dividing A(xz) by B(z) we know a
priori that the remainder is zero. The quotient Q(z) = A(x)/B(x) is of degree
deg(A) —deg(B) and thus has deg(A) — deg(B) + 1 coeflicients. The core idea to
optimize an exact division (referred to as an efficient exact division) compared to
a generic division with remainder is that only the top-most deg(A) —deg(B) +1
coefficients of A(x) are needed in the computation. The improvement lies in
pruning unnecessary calculations prior to the point where the exact division is
carried out. A concrete example is given by the frequent case in divisor compo-
sition, namely when S = ged(ug,us) = 1 in Step 5 of Algorithm 1. Here, the
polynomial w; computed in Step 4 is only used to obtain Ms in Step 24. So the
expected degrees of the dividend r(vy + ¢1) + wic and divisor uy in the exact
quotient My determine how many of the top-most coefficients of f — v (v + h),
i.e., the dividend of wy, must be computed.

Field inversions are especially expensive in finite fields, so Montgomery’s
simultaneous inversion trick effects substantial cost savings by replacing n inver-
sions with one inversion and approximately 3n multiplications. Given n variables
r1,...,T, that must be inverted, a stack is formed whose i-th entry is y; = x;y;_1
(with yo = 1). After the n-th iteration, ¥, is popped and the inversion y,! is
performed. Then the individual inverses are obtained as x; 1= v, tyio12; for
n > i > 1 where y;_; is popped and z; = 21241 (with z, = 1). Incorporating
Montgomery’s trick into explicit formulas requires storing auxiliary informa-
tion about which variables need to be inverted, so all such inversions can be
carried out at once. This is referred to as a weight variable in the literature. The
weight variable assigned to a polynomial indicates that all the coefficients of the
polynomial must ultimately be multiplied by the inverse of that weight. Note,
however, that weights of polynomials may vary through the calculations involv-
ing that polynomial and before arriving at the point of invoking Montgomery’s
trick for each execution path. Details about this behavior and the role of weights
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in producing explicit formulas are illustrated in the example of schoolbook mul-
tiplication in Sect. 4.2.

In modular reduction, both the schoolbook and the Karatsuba algorithms
offer the option of indicating whether to compute both the quotient and the
remainder of the division or just the latter. Our implementation of Karatsuba
modular reduction is based on Algorithm 4 in [24, Section4.7]. However, this
original algorithm only applies to reduction involving monic divisors/moduli and
does not perform any weight handling. In our implementation, these limitations
are addressed. Taking advantage of an idea similar to Karatsuba multiplication,
our algorithm iteratively carries out consecutive divisions in which two coeffi-
cients of the final quotient are computed at each step, where the remainder of
the last division is the desired remainder of the original division. Comprehensive
technical details can be found in [3, Sections3.4.3 and 5.2.4].

4 Software Design

Our software uses a templated description of NUCOMP (Algorithm 1) to gen-
erate source code in a specified programming language that implements explicit
formulas for Jacobian arithmetic on an arbitrary ramified hyperelliptic curve
of a specified genus. We refer to our main software as the meta-program to
distinguish it from the code instances it generates. The source code, documen-
tation, and some sample outputs of our software are available at https://csgit.
ucalgary.ca/jacobs/explicit-formula-autogeneration. A second software package
used for benchmarking the C++ implementation of the generated explicit formu-
las against generic algorithms, can be found at https://csgit.ucalgary.ca/jacobs/
hyperelliptic-curve-arithmetic-library.git.

The inputs to our software, which we refer to as hyperparameters, currently
include the target genus g, the relative cost n of base field multiplication to
addition, the target programming language in which the final explicit formu-
las are produced (current options are Magma and C++), and a specification for
the characteristic of the base field (2, odd, or arbitrary). The software compares
different techniques to carry out the same polynomial-level primitive (e.g., mul-
tiplication of two polynomials), selects the best technique (i.e., the one with the
least overall computational cost) based on the given ratio n and genus g, and
generates the resulting explicit formulas accordingly.

The ultimate output of our software for a given genus g is an implementation
of two functions, one to perform addition of Jacobian elements and a second for
doubling. The inputs to these functions include the defining polynomials f(x)
and h(x) of a hyperelliptic curve of genus g as in (1) and Mumford representa-
tions of two reduced divisors Dy and Dy (or just that of Dy for doubling). Given
these inputs, the automatically-generated explicit formulas output the reduced
divisor equivalent to D + D5 for addition, and to 2D = Dy + D for doubling.

Each of these functions is in fact a director function that finds the degrees of
the input divisors (i.e., deg(u1) and, if applicable, deg(uz)) and invokes the
appropriate subroutine for that combination of degrees. There is a total of
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g9(g + 1)/2 and ¢ subroutines in the addition and doubling formulas, respec-
tively. Formula subroutines are named according to the operation they perform
and the degrees of their input polynomials. For example, Deg21Add performs
addition of a degree 2 and a degree 1 divisor on a genus 2 curve (see also Table4).
As per Step 1 of Algorithm 1, our top-level director function swaps the input
divisors if needed, to ensure 1 < deg(uz) < deg(u1) < g, before passing [uy, v1]
and [uz,v2] on to the appropriate subroutine.

In the remainder of this section we describe how our software produces code
implementing these functions.

4.1 Functionality

Our software produces language-independent representations of explicit formulas
for each subroutine (corresponding to the degrees of the input divisors) by con-
verting each step of NUCOMP (Algorithm 1), one by one, according to the hyper-
parameters g and 7 and the input divisor degrees. Separate functions depending
on the degrees of the inputs (which can easily be determined as a function of
the genus and input divisor degrees) for converting primitive polynomial opera-
tions including multiplication, efficient exact division, division with remainder,
etc., are invoked as required during this process. These functions are realized
as member functions of classes for each operation, thereby allowing the use of
inheritance and polymorphism to readily incorporate additional algorithms for
any given operation. Once explicit formulas for all required subroutines have
been generated, the internal representations are converted to code in the tar-
get programming language; this design feature facilitates the easy inclusion of
further target languages in the future.

Some of the main challenges in developing our software include managing con-
ditional logic (which occurs both explicitly and implicitly; for example, in Steps
7 and 5 of Algorithm 1, respectively), weight handling of polynomials to ensure
a single field inversion throughout each execution path, enumerating all possible
scenarios that may occur through at most two XGCD calculations, and efficient
exact division that requires back-propagation of information to avoid redundant
calculations. We briefly explain the key parts of our contributions to address
these and other problems when converting Algorithm 1 beyond Steps 1 and 2
into explicit formulas.

Prior to the explicit formula conversion process, the software performs a pre-
processing step that determines, for every polynomial multiplication algorithm
implemented in our software, the number of field operations required to multiply
two polynomials of any degree potentially encountered during NUCOMP. In this
way, whenever a polynomial multiplication occurs during the formula generation
process, the optimal algorithm choice can be determined via table look-ups as
opposed to generating formulas each time, thereby greatly improving the effi-
ciency of the overall process. Furthermore, our software saves this data to a file,
so subsequent invocations can simply read the data and augment it as neces-
sary for input degrees that have not previously been processed. Note that only
the raw operation counts are saved, allowing this data to be re-used even if 7
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(the relative cost of multiplication relative to addition in the base field) changes.
The same methodology was applied to other polynomial operations supported
by multiple algorithms, including variants of division with remainder that do or
do not compute the quotient.

After pre-processing, all the formula subroutines are converted one by one.
For each subroutine, the process begins by converting Step 3 of Algorithm 1,
which involves a polynomial addition and a subtraction, by simply expanding
these into operations on the coefficients of v1, v and h. Furthermore, an auxiliary
polynomial vy + ¢; is computed, which is used in many execution paths at two
later points in Algorithm 1.

Extended Euclidean Algorithm. After Step 3, NUCOMP requires one or two
instances of the extended Euclidean algorithm (XGCD), depending on whether
the first ged value is 1. At this state, the degrees of the input polynomials
are known. Thus, as the consecutive divisions with remainder (DivRem opera-
tions) are processed, appropriate conditional logic is created based on the degrees
of the intermediate remainders. The chain of consecutive divisions terminates
when the zero remainder is reached, making the second-to-last remainder the
ged of the input polynomials. Our approach is to track the degrees of the inter-
mediate remainders and produce separate (possibly nested) conditional blocks
for each case until arriving at the termination point.

The connection between the two XGCD instances is also taken into account.
The explicit formulas to perform the second XGCD in Step 8 of Algorithm 1,
whose first input polynomial is the result of the first XGCD (i.e., S in Step 5) and
whose second input polynomial is vo + t1, are generated only for the execution
paths in which S # 1. Since the ged of two polynomials is always monic, checking
the latter condition is equivalent to checking deg(S) # 0, which in turn can be
determined by ascertaining whether all the consecutive coefficients of S except
the constant coefficient, from highest to lowest, vanish.

The main loop of the XGCD algorithm is made explicit by enumerating all
combinations of degrees of intermediate remainders that may arise throughout
each XGCD calculation. Moreover, the relevant function also calls itself to per-
form the second XGCD if the first is ascertained to be nontrivial. Once the
remainder in the XGCD calculation evaluates to zero, the ged and Bézout coef-
ficients are determined, and the relevant generated formulas are appended to the
corresponding formula body.

Expansion of NUCOMP After XGCD. After performing the needed XGCD
instances, the software must produce explicit formulas for the rest of NUCOMP,
specifically Steps 4-29 of Algorithm 1 except for Steps 5, 7, 8, and 11. However,
in the implementation, we do not always comply with the exact order of these
steps to avoid as many unnecessary calculations as possible and improve the
performance of the formulas. For example, instead of computing w; in Step 4,
we postpone its partial calculation until execution paths are visited that actually
use this polynomial. This happens when Steps 10 and/or 24 are taken, where



Computer Generated Explicit Formulas for Hyperelliptic Curve Arithmetic 43

some (possibly all) of the top-most coefficients of w; are needed to perform the
appropriate efficient exact division(s). A more detailed discussion of further such
instances of re-ordering can be found in [3, Section5.1].

A major challenge in this phase is handling the separate possible scenarios
arising from the conditional logic of NUCOMP, which in particular includes the
if block starting at Step 15 and the while block starting at Step 19, referred
to as the NUCOMP loop from here on. Generating formulas for each scenario
entails determining which variables need to be inverted at the appropriate point
via Montgomery’s trick, so we can ultimately produce the target polynomials
(either the monic or the original weightless form) using their weighted versions
and the calculated inverses. The remaining steps are mainly given as polynomial-
level instructions (such as those beginning at Step 22), which are easier to convert
to explicit formulas.

There are three top-level scenarios, according to whether the if condition
in Step 15 holds, and if not, whether the NUCOMP loop is entered. In each
case, appropriate conditional logic is generated, and the required polynomial
arithmetic is made explicit as mentioned above. The NUCOMP loop is a trun-
cated version of the extended Fuclidean algorithm, and the same considerations
as described above for making the XGCD computation explicit apply. For a com-
prehensive treatment of these three scenarios, their subcases, and the relevant
calculations involved in each of them, the reader is referred to [3, Section 5.1.2].

As pointed out earlier, a significant challenge is to determine the single point
at which Montgomery’s trick of simultaneous inversions is invoked to obtain the
weightless or monic versions of the required intermediate and target polynomials.
The meta-program stores for each polynomial a (possibly empty) weight involv-
ing both a variable name and a vector of multiplicands with exponents constitut-
ing that weight. While performing each type of polynomial arithmetic (addition,
multiplication, modular reduction, etc.), the weight of the resulting polynomial
is obtained from the weight of the input polynomials (see [3, Section 3.4.5] for
a thorough discussion on the relevant procedure for each operation). Assigning
weights to polynomials instead of individual field elements is done for simplicity,
increasing scalability, and reducing the amount of memory needed for handling
weights, although more granular weight handling was previously used in manual
approaches of developing explicit formulas such as [15].

A core idea of polynomial-level weight handling is that whenever coefficients
of a polynomial A(z) must be divided by a field element b € k, we avoid immedi-
ately computing the inverse b—! and instead append b to the current weight w(A)
of A. In this way, all the inversions are postponed until a later point at which
they can all be performed at once using Montgomery’s trick. For example, for
obtaining the monic version of the polynomial S in Step 5 of Algorithm 1 (recall
that polynomial ged’s are monic), we have b = lcf(S), and if S has a prior
weight of wg(S), then its weight is updated to w(S) = w(S)1cf(.S).

We have included mechanisms (through a hierarchy of classes and methods)
that take as input coefficient representation of polynomial operands (also real-
ized as specific objects in the design) and produce explicit formulas that per-
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form schoolbook and Karatsuba algorithms for both multiplication and mod-
ular reduction. Each of the relevant functions is able to omit some of the
coefficients that are no longer needed later during the overall computations of
NUCOMP; this extra functionality is mainly provided to enable efficient exact
division. For addition and subtraction, the schoolbook method is sufficient since
it is optimal. Montgomery’s trick is also implemented as a stand-alone generic
function that takes as input an arbitrary number of field element variables and
generates formulas that compute all their inverses.

4.2 An Example of Explicit Formula Generation

We illustrate how our software produces a loop-free explicit formula from a high-
level description of a polynomial-level algorithm, using the example of school-
book multiplication. Given two polynomials

A(z) = Zaixi, B(x) = ijwj,
i=0 §=0
we wish to compute
n+m
C(z) =Y cpa* = A(z)B(x)
k=0

The idea is to first obtain all the terms a;b; for 0 < i < n and 0 < 7 < m, and
store them in a two-dimensional array v where row vy consists of all the terms
a;b; such that ¢ + j = k. This implies

[vg|—1

cp = § Vi 1,
1=0

where |vg| denotes the number of entries in vg. After collecting all these terms
into vy, it only remains to add, for each 0 < k < n +m, all the summands of ¢g.

If |vi| = 0 or 1, we assign ¢ = 0 or ¢ = vy o, respectively. Even if |vg| = 2,
we can still compute ¢, with the single instruction ¢, = vg 0+vk,1. But as soon as
|vg| > 2, we need to build up the formulas by accumulating the summands that
ultimately produce c,. Denoting by A the global counter label of the formulas
and by t a local counter that we further need, we have

tempy s = Uk,0 + Vg1

tempy ¢+1 = tempy ¢ + Vg2

LEMPX 4 vy | -3 = LEMPA 1|0y |—4 T Uk fuy|—2

Ck = LEMPX 140 |-3 T Uk for|—1-
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We denote the weighted versions of A, B and C by A, B and C, respectively.
Next, another function is invoked to assign the correct weight to C. This func-
tion is independent of the specific algorithm used to carry out the multiplication.
In Algorithm 2, we describe how weight handling is done to obtain the weight
w(C’) The collection of variables that constitute the product of each weight vari-
able is stored as a set of pairs whose first entry determines the variable and whose
second entry is its exponent in the weight factorization of the weight variable.
In the example of computing A( )B(x), if

w(A) = Haf’y w(B) =] 5y,
i=1 j=1

then we have weight variable w(A) and weight map {(«

(@1,81), -+, (g, 84)} for
A, and similarly w(B) and {(81,t1), ..., (Be,te)} for B.

Algorithm 2: Weight handling in multiplication

Input: w(z{l),weightMap(f{l) ={(a1,51),...,(cq,sq4)}, and
w(B), weightMap(B) = {(B1,t1), .. ., (Be, te)}

Output: Create w(C), weightMap(C) for C( ) = A(x)B(x)

1 weightMap(C) = {(a1, 1), .., (aa, sa)}
2 for j=1toedo
3 if B; == oy for some 1 < i < d then
4 weightMap(C)[o] = si + t;
5 else
6 weightMap(C)[3;] = t,
7 if w(A) is empty then
8 if w(B) is empty then
9 w(é) = empty
10 else
11 w(C) = w(B)
12 else
13 if w(é) is empty then
14 w(C) = w(A)
15 else
16 w(C) = w(A)w(B)

In Step 1 of Algorithm 2, the weight map of C is initially populated with the
weight map of A. Depending on whether or not an entry in the weight map of B
shares a common variable with some entry in the weight map of A, the exponent
of the corresponding entry in the weight map of C is increased accordingly (Step
4), or a new entry is created with the exponent coming only from B (Step 6).

Steps 7-16 handle the assignment of the weight variable w(C’) based on the
weights of A and B. The purpose is to avoid redundant multiplications in the
formulas if either of the weight variables w(A) or w(B) is trivial (i.e., the corre-
sponding weight map is empty).



46 A. A. Asgari et al.

5 Results

In this section, we present our results on the evaluation metrics of our software,
including the field operation counts and empirical runtime, as well as our findings
regarding black-box and white-box tests.

The experiments of this work were performed on an OptiPlex 7060 (085A)
Dell computer with 16 GB of DDR4 memory (RAM), 384 KB of L1, 1536 KB
of L2, and 12 MB of L3 caches, and the Intel Core i7-8700 CPU with frequency
3.20 GHz running on an Ubuntu 20.04.6 LTS Linux operating system. More-
over, version 11.5.1 of the Number Theory Library (NTL) [22] for C++ was used
to implement our two polynomial-based algorithms (Cantor and NUCOMP),
and for finite field arithmetic appearing in both these algorithms as well as in
our automated explicit formulas. Version 6.2.0 of the GNU Multiple Precision
Arithmetic Library (GMP) was used as the long integer package by NTL. We
used the C++17 standard (indicated via -std=C++17 among the compiler flags)
and the GNU GCC compiler for C++ (aka g++) version 9.4.0 to compile our
code.

5.1 Validation of Formulas

To provide the strongest possible assurance of correctness, we devoted substantial
effort to developing test suites via both black-box and white-box testing.

White-Box Test Results. After producing explicit formulas, the meta-
program creates test generators which are later used by a Python test driver
to generate white-box test suites. Each test suite is a source file in the target
output language consisting of multiple test cases, each of which contains the
following:

— The base field F,, with ¢ a prime power;

— The defining polynomials f(xz), h(z) € F,[z] as in (1);

— Mumford representations [u1, v1] and [uz, ve] of two reduced input divisors Dy
and Dy in case of addition (or just D; in case of doubling);

— A statement to assert that the result of our explicit addition/doubling algo-
rithm with the given inputs matches the one produced by Cantor’s algorithm.

The test generators attempt to find at least one test case covering every pos-
sible distinct execution path through the explicit formulas by producing random
input divisors. We imposed a bound on the number of consecutive trials to avoid
falling into an infinite loop, which could occur if there are execution paths that
are in fact completely unreachable. This is to ensure that if no new execution
paths are visited after a certain number of trials, the harness terminates the
process and reports the achieved coverage ratio. The maximum number of trials
was set to 25 in the experiments presented here.

The measure of success for our white-box testing is given by the ratio of
visited execution paths to all potential such paths. We achieved full coverage of
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Table 2. Number of potential exe-
cution paths for addition and dou-
bling formulas.

Table 1. Coverage of white-box tests for addi-
tion and doubling formulas.

Genus 2 3 4 5 6
Addition | 100% | 100% | 79.87% | 74.68% | 54.81% Genus 2 3 4 5 6
Doubling | 100% | 100% | 76.47% | 82.73% | 52.72% Addition 1459|298 1177 | 5696
Doubling | 8 |26|102| 278 | 1286

Table 3. Timings for generating explicit formulas and the output file sizes for genera
2 to 8.

CPU time to produce Size of formulas
Genus char(k) Addition Doubling Addition | Doubling
arbitrary| 38.196 ms | 19.776 ms | 26.259 KB | 15.911 KB
2 2 35.019 ms | 19.139 ms | 25.169 KB | 15.194 KB
#2 | 34.522 ms|19.063 ms | 23.872 KB | 14.202 KB
arbitrary|244.918 ms|103.494 ms|231.941 KB|108.319 KB
3 2 243.868 ms|117.692 ms|226.833 KB|105.988 KB
# 2 |232.144 ms| 98.726 ms 214.224 KB| 98.906 KB
arbitrary| 1.519s |460.044 ms| 1.671 MB |527.277 KB
4 2 1.515s |456.667 ms| 1.654 MB |521.375 KB
#*2 1.569 s 1466.914 ms| 1.625 MB |508.466 KB
arbitrary| 7.914 s 1.832s | 9.546 MB | 2.231 MB
5 2 7.896 s 1.825s | 9.470 MB | 2.212 MB
#2 7.738 s 1.758 s | 9.164 MB | 2.115 MB
arbitrary| 45.623 s 9.236 s |55.482 MB |11.130 MB
6 2 45.055s | 9.071s |55.226 MB |11.082 MB
#2 42.011s | 8.541s |51.386 MB |10.312 MB
arbitrary| 3.449 min | 32.825 s |262.755 MB| 40.930 MB
7 2 3.393 min | 32.154 s |261.780 MB| 40.771 MB
#2 | 3.255min| 30.571 s |244.220 MB| 37.620 MB
arbitrary|17.320 min| 2.278 min | 1.196 GB 176.216 MB
8 2 17.428 min| 2.295 min | 1.192 GB [175.737 MB
# 2 |15.912 min| 2.230 min | 1.148 GB |168.775 MB

all potential execution paths for both the addition and the doubling formulas in
genera 2 and 3. Although we were unable to achieve the coveted 100% coverage
for genera exceeding 3, our coverage percentages are still acceptable; our numer-
ical data are provided in Tables1 and 2. Not surprisingly, the data in Table 2
indicate that the total number of potential execution paths grows exponentially
in the genus, as do the generation time and file size as observed in Table 3.
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Performing white-box tests in this manner and analyzing the results helped
us detect and exclude some theoretically unreachable paths from the explicit
formulas. In addition to improving coverage ratios achieved in white-box tests,
eliminating these redundant paths also leads to smaller file sizes for the final for-
mulas. We were not able to eliminate all unreachable code with this preliminary
attempt at static analysis, but two of the discovered unreachable code blocks
(branches that can never be taken) are eliminated in the formula generation.
To systematically address this problem, we augmented each object of field ele-
ment variable with auxiliary information used to track the local state of that
variable in different scopes of the formulas. Numerical results demonstrating our
success at pruning unreachable execution paths can be found at [3, Section 6.2.1].

Black-Box Test Results. For our black-box tests, we ran extensive randomly-
generated test cases for addition and doubling formulas for genera 2 to 8 (14
formula sets in total), all of which were successfully completed with no reported
errors. Each test suite consisted of 50 rounds. Within a round, each of the 12
field sizes g € {2,3,4,5,7,8,9,11,13,16,17,19} was selected once and a random
hyperelliptic curve C' of the given genus over the finite field F, was chosen. For
each curve C, 1000 random divisor additions and doublings in the Jacobian of C'
were performed and the results were verified against Magma’s [4] built-in divisor
arithmetic. For addition, the input divisors were explicitly chosen to be distinct
in order to avoid doublings within the addition tests. All black-box tests passed
without any errors. In total, our black-box test suite executed 600,000 different
random test cases error-free, thus providing a very high degree of confidence in
the correctness of the generated formulas.

5.2 Operation Counts

Table 4 lists the operation counts for the formulas generated by our software for
various genera using the value of n = 3 for the multiplication/addition cost ratio,
which is the threshold observed in prior works such as [23] and [15]. For simplicity,
the M counts in the table represent the combined number of multiplications and
squarings.

Nagao [19] reports operation counts of a straight-forward implementation of
Cantor’s addition, obtained as the maximal number of times some low-level mul-
tiplication and inversion functions are called within executions of their program
for prime field sizes in a given range. In contrast, all our counts are based on
automatic reports acquired directly from the symbolic representation of the gen-
erated formulas. Unlike Nagao’s results, our operation counts are independent
of the base field and only depend on the genus of the curve. The data in Table 4
compare our operation counts against Nagao’s counts using Cantor’s algorithm,
the only source of operation counts for a wide range of genera. In all cases, the
counts for our explicit formulas were significantly lower than Nagao’s. This also
agrees with our findings that empirically, our formulas outperform both generic
algorithms (Cantor and NUCOMP), as reported in Sect. 5.3.
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Table 4. Operation counts for divisor addition with char k # 2.

Input degrees Deg22Add Deg33Add Deg44Add Degb5Add
Operation M I M I M I M 1
Cantor’s addition [19] 70 3 200 4 386 6 694 7
This work 35 1 115 1 195 1 344 1
Improvement 50.00%66.67% 42.50%|75.00%|49.48%83.33%50.43%(85.71%
Best explicit 23 1 62 1 164 2 - -

Deg66Add Deg77Add Deg88Add
M I M I M I
1054 9 1604 10 2186 12
475 1 708 1 914 1
54.93%)88.89%|55.86%(90.00%|58.19%(91.67%

For hyperelliptic curves of low genera, the best operation counts in prior
literature are superior to Nagao’s [19], due to comprehensive optimization of
explicit formulas by hand (see [15] for a survey). The best known operation
counts for genus 2 [15], genus 3 [2], and genus 4 [20] are also listed in Table 4. Note
that the operation counts for genus 4 from [20] are for arbitrary characteristic
fields, as that work did not consider the char k # 2 case. Although our counts
are not as low as those for these manually fine-tuned formulas, they still lie
in a comparable range. Our explicit formulas for genera g > 5, along with the
methodology of automatic generation, are entirely new. For a more thorough
comparison between the operation counts of our automated formulas and those
of manually developed formulas in prior works, see [3, Section 6.3].

5.3 Empirical Benchmarking

Lastly, we report on our experiments comparing the performance of the C++
implementation of our explicit formulas to implementations of Cantor and
NUCOMP within the same environment and framework (same base libraries for
finite field arithmetic, etc.). We tried multiple combinations of compiler flags,
among which the set

-03 -std=C++17 -mtune=native -march=native -ftls-model=initial-exec

yielded the best results. Note that although our software is capable of generating
explicit formulas covering all cases for divisor arithmetic of each genus, the results
provided in this section were obtained with a variant of our formulas that consid-
ers only the most frequent case within each subroutine (S = 1 in Algorithm 1 and
no “unexpected cancellations” occur in intermediate calculations). Specifically,
this modified implementation does not include explicit formulas for divisors not
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conforming to these assumptions, and if such a special case is encountered, Can-
tor’s addition is invoked as the baseline generic algorithm. The main reason is
that the size of the full explicit formulas that include all the special cases grows
very rapidly with the genus (as evident in Table3), so compiling and running
them becomes cumbersome, if not infeasible, for large genera. The methodology
of restricting explicit formulas to the frequent case and simply calling Cantor’s
algorithm in the special cases only impacts performance for the smallest finite
fields, as the probability of special cases occurring rapidly becomes negligible as
q grows. Some partial results illustrating performance with full explicit formulas
can be found in [3, Table 6.14].

Our numerical data, shown in Fig. 1, were obtained by comparing the perfor-
mance of our automated explicit formulas against implementations of Cantor’s
addition and NUCOMP in the same experimental environment. For all three
approaches, we performed additions in the Jacobian of curves defined over 5-
bit and 32-bit finite fields, and obtained the same chain of divisors. For each bit
length [ = 5 or | = 32 of field sizes, Ny = 10 primes (not necessarily distinct) in
the range [2!1, 2! — 1] were generated. Then N = 100 random curves over each
corresponding prime-order finite field and Np = 10 divisors per each curve were
produced. Each consecutive pair of such divisors initiates a Fibonacci-style chain
of divisor additions, with each chain having a predetermined length of 1000. In
practice, Ne N Np x 1000 = 107 individual divisor additions take place via each
approach and the average times per Jacobian operation are reported in Fig. 1.

5000
—e— This work explicit formulas e
« NUCOMP —

8000
—=— Cantor
7000 *
6000 /A,
5000 —

5 4000 /' =8 /-
3000 - o
2

—e— This work explicit formulas
NUCOMP // =
001 —a— Cantor /5

sor addition (ns)
\

me per divisor addition (ns)
\
\
.

Runtime per divi

3 7 B 3
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(a) 5-bit field size (b) 32-bit field size

Fig. 1. Average runtime of a divisor addition on two fields k of different sizes with
char(k) # 2 for the frequent case of each combination of input divisor degrees.

For curves over large finite fields, our automatically generated explicit formu-
las always outperformed the generic algorithms. For small finite fields, the per-
formance of our formulas began to deteriorate past genus 8, due to the fact that
the special divisor addition cases that resort to generic arithmetic are encoun-
tered with increased frequency, so the advantage gained by employing explicit
formulas in the frequent cases diminishes. This can be alleviated by either han-
dling all cases with explicit formulas or possibly reusing values already computed
as opposed to restarting the generic algorithms from scratch.
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6 Conclusion

This work introduces, for the first time, software based on a novel approach that
fully automates the generation and verification of explicit formulas for Jacobian
arithmetic on ramified hyperelliptic curves of arbitrary genus. The software was
designed with extensibility in mind, enabling the integration of additional tech-
niques to further optimize computational building blocks. Natural opportunities
for improvement include employing faster multiplication algorithms based on
Fast Fourier Transforms or the Toom-Cook divide-and-conquer approach, and
using Newton iteration for modular reduction. Many hand-generated explicit for-
mulas (see [15], for example) use resultants instead of the XGCD computations
in Algorithm 1 (NUCOMP), and our software could be extended to do the same.
Methods for detecting re-used expressions can also be incorporated to further
decrease operation counts. Our framework also allows extensions to projective
models that yield inversion-free formulas, split-model hyperelliptic curves and, in
principle, Jacobians of non-hyperelliptic curves. Inversion-free formulas in par-
ticular should be easy to handle with the existing weight-handling mechanism,
requiring very little additional computational cost if any.

Further analysis of conditional logic in NUCOMP, for example via static
analysis or symbolic verification, may lead to a more complete characteriza-
tion of unreachable execution paths in formulas, which could increase white-box
test coverage toward 100% and strengthen the evidence supporting the correct-
ness of the automatically generated formulas. Empirical data from the current
implementation may provide valuable insights for this analysis. Eliminating more
unreachable code is an important step in allowing us to scale the results to higher
genera, as currently the sheer size of the formulas, not the runtime to produce
them, is a significant limiting factor.
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