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Abstract. Recent years have seen unprecedented growth in the popularity of so-
cial network systems, with Facebook being an archetypical exampéeaddess
control paradigm behind the privacy preservation mechanism obakds dis-
tinctly different from such existing access control paradigms as Dieogy
Access Control, Role-Based Access Control, Capability Systems, astiMan-
agement Systems. This work takes a first step in deepening the undéngtaf

this access control paradigm, by proposing an access control tiadébrmal-

izes and generalizes the privacy preservation mechanism of Fdcaiimomodel

can be instantiated into a family of Facebook-style social network systsaob,
with a recognizably different access control mechanism, so thabBakds but

one instantiation of the model. We also demonstrate that the model can e insta
tiated to express policies that are not currently supported by Facebbphlssess
rich and natural social significance. This work thus delineates the depage

of privacy preservation mechanisms for Facebook-style socialanktsystems,
and lays out a formal framework for policy analysis in these systems.

1 Introduction

Recent years have seen unprecedented growth in the papuolaBocial Network Sys-
tems (SNSs)with stories concerning the privacy and security of sualsletiold names
as Facebook and MySpace appearing repeatedly in mainstrestia. According to
boyd and Ellison [1], a “social network site” is charactedzby three functions (our
paraphrase): (1) these web applications allow users tarmigpublic or semi-public
representation of themselves, usually known as user ppfitea mediated environ-
ment; (2) such a site provides formal means for users toutatie their relationships
with other users (e.g., friend lists), such that the fornréitalation typically reflects
existing social connections; (3) users may examine andéetse” the articulated re-
lationships in order to explore the space of user profiles, (ocial graph). Identity
representation, distributed relationship articulatiemd traversal-driven access are thus
the defining characteristics of SNSs.

As a user profile contains a constructed representationeofitialerlying user, the
latter must carefully control what contents are visible ttom in her profile in order to
preserve privacy. Many existing SNSs offer access contealranisms that are at best
rudimentary, typically permitting coarse-grained, bingisibility control. A pleasant



exception is the sophisticated access control mechanidgraadbook. Not only is the
Facebook access control mechanism finer grained than matsycoimpetitions, it also
offers a wide range of access control abstractions to datiewaccess control policies,
notably abstractions that are based on the topology of ttialggraph (e.g., the friends-
of-friends policy, etc). Unfortunately, this richness awith a price. By basing access
control on the ever-changing topology of the social gragfictvis co-constructed by all
users of the system, authorization now involves a subtlaenh of delegation [2, 3] in
the midst of discretionary access control [4, 5]. This makd#ficult for users to fully
comprehend the privacy consequence of adjusting theiag@yigettings or befriending
other users. A three-pronged research agenda is thus needkeviate this problem:
(a) understanding the access control paradigm adopted dgbbBak, by formally de-
lineating the design space of access control mechanismseddoy this paradigm, (b)
articulating the security requirements of SNSs, by formiadj the security properties
that should be enforced by systems sharing the same acadssl garadigm as Face-
book, and (c) devising analytical tools to help users as#@sgrivacy consequence
of her actions, an endeavor that traditionally belongs éodbmain of safety analysis
[6-8], or, more recently, security analysis [9, 5].

This work addresses challenge (a). In particular, thisyshas two objectives. First,
we want to deepen our understanding of the access contratligan as adopted by
Facebook by formally characterizing its distinctivenedscond, we want to general-
ize the Facebook access control mechanism, thereby mapptrthe design space of
access control mechanisms that can potentially be deploysichilar SNSs. To these
ends, we have constructed an access control model thatreaghe access control
paradigm of Facebook. The model can be instantiated intandyfaf Facebook-style
SNSs, each with a recognizably different access controhar@sm, so that Facebook
is but one instantiation of the model. Our contributionstareefold:

1. Our analysis led us to see the access control mechanismdbBacebook as a
form of distributed access control, such that (a) accessdiated by capability-
like handles, (b) policies are intentionally specified tport delegation, and (c)
authorization decision is a function of an abstraction [@0jhe global protection
state, namely, the social graph.

2. We formalized the above insight into a concrete accessalanodel for delimiting
the design space of access control mechanisms in FacebgdelSdlSs. We care-
fully constrained the information that can be consumed bipua elements of the
authorization mechanism, so that the only information ssitde for the purpose
of authorization are local communication history and gl@zguaintance topology
(see Sect. 3). We showed that Facebook is but one instantiaitihis model.

3. We demonstrated that the model can be properly instedtiatexpress a number
of topology-based access control policies that possessarid natural social sig-
nificance: e.g., degree of separation, known quantitypelidgrusted referral, and
stranger. The utility of such policies in an information shg setting is illustrated
in a case study. We thus argue that the design space induaad lagcess control
model should be considered in future design of SNSs.

This paper is organized as follows. Sect. 2 provides a higél lenalysis of the
access control mechanism of Facebook, as well as highlajlits distinctiveness and



possible generalization. Sect. 3 defines an access corad#Irthat captures the above-
mentioned distinctiveness and generalization. In Sedhelmodel is instantiated to

mimic the access control mechanism of Facebook, as well gothuce access control
policies that are rich in social significance. A case studynoideling an e-learning

system as an instantiation of our access control model iged in Sect. 5. Sect. 6

surveys related literature. Conclusions and future woekgiren in Sect. 7.

2 Access Control in Facebook and Beyond

2.1 Access Control in Facebook

We provide here an informal analysis of the Facebook acaegsat mechanism.

Profile and Profile Items.Facebook allows each user to construct a representation of
herself in the form of grofile. A profile displays suclprofile itemsas personal in-
formation (e.g., favorite books), multimedia contentg (gpictures), activity logs (e.g.,
status), or other user-authored contents (e.g., blogplilstings). Facebook users may
grant one another access to the profile items they own.

Search Listings and their ReachabilitAccess to profile items is authorized in two
stages. IrStage | the accessing user mustachthe search listingof the profile owner.
Then inStage I, the accessing user requests access to the profile, andfile ipems
are selectively displayed. The search listing of a userdcbel seen as a “capability”
[11,12] of the user in the system, through which access isiatestl There are two
means by which a profile may be reached in Stagedlebal name searctandsocial
graph traversal

Global Name SearchThe first means to reach a search listing is to conduct a global
name search. A successful search would produce for thesaiegesser the search listing

of the target user. A user may specifg@arch policyto allow only a subset of users to
be able to reach her search listing through a global nametsear

Social Graph Traversal A second means to reach a search listing is by traversing the
social graph Facebook allows users to articulate their relationshijtk wne another
through the construction dfiend lists. Every user may list a set of other users as her
friends. As friendship is an irreflexive, symmetric binary relatiégninduces a simple
graph known as the social graph, in which users are nodestattbnships are edges.

A user may traverse this graph by examining the friend listdtwer users. More specif-
ically, the friend list of a user is essentially the set ofrshdistings of her friends. A
user may restrict traversal by specifyindraversal policy which specifies the set of
users who are allowed to examine her friend list after hercédasting is reached.

Profile AccessOnce the search listing of a profile owner is reached, thesaaug user
may elect to access the profile, thereby initiating Stagé duthorization. Whether the
profile as a whole can be accessed is dictated by anothespeeified policy, the details



of which we omit. Not every accessing user sees the same profile items whefila pr
is displayed. The owner may assignauatess policyo each profile item, dictating who
can see that profile item when the profile is accessed. Thieimeans through which
a user may project different representations of herselffterdnt groups of users.

Friendship Articulation and other Communication Primés: Articulating friendship
involves a consent protocol, whereby a user sends a frigmdslitation to another
user, who may then accept or ignore the invitation. Once aiah@bnsent is reached,
that friendship is recognized by Facebook.

Other than friendship invitation, Facebook also suppdfisrccommunication prim-
itives, such as messaging, “poking”, etc. Common to all ehgsmitives is that the
search listing of the receiver must be reached before thereoritation primitive can
be initiated by the sender. A user can assigraamunication policyto each commu-
nication primitive, specifying the set of users who arewa#ld to initiate that commu-
nication primitive against her once her search listing &teed.

Policies. We have seen in the above discussion that various aspecteoaativities
are controlled by user-specified policies (e.g., searcleypa@ccess policy, etc). This is
typical of a discretionary access control systems [4, SBjhirch a user may grant access
privileges to other users. Facebook offers a fixed vocaputpredefined policies for
users to choose from when they are to identify sets of pgeiteusers. As in many
capability systems, there is no global name space of usatsc#n be used for the
purpose of identifying user sets [12]. Therefore, many efgtredefined policies identify
user sets indirectly in terms of the topology of the socialpdy. For example, one may
specify that a certain profile item is accessible only byeffids”, or that messaging is
only available to “friends of friends”.

Facebook also defines groups and networks of users so theiepalan be formu-
lated in terms of these concepts. We deem user grouping auwed#irstood concept,
and thus focus only on topology-based policies in the sequel

2.2 Distinctiveness and Generalization

Distinctiveness. Compared with other access control paradigms, the accedsolo
paradigm of Facebook is distinctive in at least three ways.

D1 Capability Mediation.The precondition of any access, be it the display of a user

profile or the initiation of communication, is the reachapibf the search listing
of the resource owner (Stage ). This causes user seariciyisb acquire a role
akin to a capability [11, 12]. However, unlike a pure capab#ystem, reachability
is necessary but not sufficient for access. Stage-Il awhibon still consults user-
specified policies prior to granting access. Furthermoagebook would not be
considered by the object capability community to be a pupalbdity system due
to the existence of global name search, a source of ambitrarity [12].

8 This redundancy is an administrative convenience rather than artiassemponent of the
access control paradigm.



D2 Relation-Based PolicieDue to the lack of a global name space for accessible
resources (a common feature in capability systems [12))ilgged users are not
specified in policies by names. Instead, they are spediitedsionally* as the set
of users partaking in a certain relationship with the ownfethe resource (e.g.,
friends of friends). Consequently, privileges are not tgdrto an extensionally
specified set of users, as in the case of DAC [4, 5], nor to aailhadministrated
set of roles, as in the case of RBAC [13, 14]. Instead, pgéare granted with
respect to an intentionally-specified relation, the atéittan of which is carried out
in a distributed manner.

D3 Abstraction of Communication Histors in many access control systems [15],
authorization in Facebook is a function of the history of commication among
users (e.g invitesv to be a friendyp accepts the invitation, and theris allowed
to access resources owned ®y What is special about Facebook is the kind of
information that the user-specified policies are alloweddosume. Specifically,
the global communication history is abstracted, in the seid~ong [10], into a
social graph, the topology of which becomes a basis of aizidiion decisions.

Perhaps the access control paradigm that is the most cobipadcathat of Face-
book is Trust Management Systems (TMSs) [16, 17]. To fix tindsigwe provide a
comparison with the family of TMSs identified by Weeks [17]eWbte three points of
comparison. First, Weeks’ TMSs support the formulatiomténtionally specified poli-
cies (aka licenses) to avoid the need of centralized idemt#nagement. In this respect
they share with Facebook a similar style of distributed asaontrol P2). Second,
Facebook is completely mediated, and thus search listiaghebility (Stage I) is a
precondition of authorizatiod¥1). In contrast, Weeks’ TMSs do not control the reach-
ability of principals and their resources. Third, unlike @&4s’ TMSs, Facebook does
not base its authorization decision on the exchange officates (aka authorizations).
Rather, the basis of authorization decision in Facebookdxal graph abstracted from
the communication history between usdps3). In our generalization below, this allows
us to formulate topology-based policies that have no an@ag Weeks’ TMSs.

Generalization. Facebook embodies the above paradigm of access coiicp3)
by providing:

G1 a specific protocol for establishing acquaintance, and
G2 a specific family of relation-based policies for specifyjprivileged users.

In the following, we will present a formal model of access ttohfor Facebook-style
SNSs, capturing the distinctive paradigm of authorizatsnidentified inD1-D3,
while allowing an arbitrary consenting mechanis@l( and policy vocabulary@2)
to be adopted. Therefore, such a model delineates the degagpe of access control
mechanisms embodying such a paradigm.

“ An extensional definition specifies a concept by enumerating its instéages = {0, 1, 2}).
An intensional definition specifies a concept by stating the characterisgieqy of its in-
stances (e.95 = {z € N | z < 3}).



3 An Access Control Model of Social Network Systems

Notations. We write N andB to denote respectively the set of natural numbers and
that of boolean values. We identify the two boolean value® bayd 1. Given a sef,
P(S) is the power set of, P;(S) is the set of all sizé: subsets of5, and, whenS

is finite, G(9) is the set of all simple graphs with as the vertex set (i.eG(S) =
{(S,E) | E C P2(V)}). We use the the standakenotation for constructing functions
[18]:i.e.,(A\x . e) is the anonymous function with formal parameteand body expres-
sione. For example(\z . z?) is a function that returns the square of a given number.
We write S — T for the set of all partial functions with a subset$as the domain and

T as the codomain. Givefie S — T, s € S, andt € T, we write f[s — t] to denote

the function(Az . if © = s then t else f(x)).

3.1 System

Our model defines a family of Facebook-style SNSs. Every negrabthe family is a
point in the design space of access control mechanismssexpesl by our model.

Basic Ontology. A SNS is made up ofisersand objects(aka profile items). Users
are members of a finite séub. It is assumed that every user owns the same types
of objects (e.g., employment information, contact infotioa etc). Object types are
uniquely identified byobject identifiers which are members of a finite séj. Con-
sequently, given a user € Sub and an object identifies € Obj, we write u.o to
denote the unique type-object owned by:. Whenv attempts to accesso, we call

v theaccessolandu the owner. Our goal is to model the authorization mechanism by
which accessors are granted access to objects. Inspireddapéok, a SNS consumes
two kinds of information in its authorization mechanism eemmunication history
andacquaintance topology

Communication History. Whether one user may access the objects owned by another
user depends on their relationship with one another, wiiidlarn is induced by their
history of communication. For example, the eventuahviting v to be a friend, and

the subsequent event ofaccepting the invitation, tura andv into friends. Such a
sequence of events affectaifindv may access the objects of one another. We postulate
that a SNS tracks the communication history between everyopaisers, and bases
authorization decisions on this history.

To formalize the above intuition, we postulate that astediavith every SNS is a
fixed set)’ of communication primitivege.g., friendship invitation, acceptance of in-
vitation, etc). Acommunication evenbccurs when one us@ritiatesa communication
primitive and address it to another user.

For the ease of addressing users in the following discussi@eassume, without loss
of generality, that the set of users is totally ordered<byror each pair of usefa, v},
we define an identification function,, .,y : {u,v} — B to be(A\z .z = max.(u,v)),
wheremax . returns the greater of its two arguments based on the orgeriin other
words, the identification function gives a unique Booleantifier to each of, andv



within the pair. The inverse{ji”} translates Boolean identifiers back to the users they
represent. Given a pair of usersandv, a communication event is a member of the set
B x X, such that the ordered pdir, «) uniquely identifies the initiator to bg‘iv}(b)

and the communication primitive to lae

Not all communication event sequences are allowed by the. ENiSexample, it
makes no sense farto accept a friendship invitation froma when no such invitation
has been extended. Built into each SNS is a communicatidngul which constrains
the set of event sequences that can be generated at run tiBldSAnust ensure that
this protocol is honored, and at the same time track commatinit history for the pur-
pose of authorization. To address both needs, we adopt a raniant of the security
automaton [15] to model the communication protocol betwesar pairs, as well as to
track communication history. We reuse the notational cotiga in [10]. Acommuni-
cation automaton (CAJ)s a quadrupleVf = (X, I',v0,9), whereX' is a countable set
of communication primitives]” is a countable set @fommunication statesy, € I is
a distinguishedstart stateandd : I' x B x X' — [ is a partialtransition function
mapping a given current state and a communication evenétodkt state. Note that, as
¢ is partial, the next state may not be defined for some arguooenbinations. In those
cases, the automaton gets “stuck”, indicating a violatiocoonmunication protocol.

As we shall see in the next section, a SNS tracks, at run tinmagping His :
Pa(Sub) — I, called theglobal communication statewhich maps each pair of users
to their present communication state. The transition foncof the communication
automaton then dictates the communication events thatl @mdur next between each
pair of users. Therefore, the design of a SNS must begin Wélspecification of a CA.

Acquaintance Topology. The communication state between a pair of uselsdal

in nature, describing only the communication history betwea pair of users. Occa-
sionally, an authorization decision may need to consun@nimdtion that igylobal, in-
volving the communication history of users other than theeasor and owner. Basing
authorization decisions on the global communication gtate the mappind{is, which
records all pair-wise communication states) makes awhtion intractable. The global
communication state is therefore lifted into an abstraghfto facilitate authorization.
Specifically, Facebook specifies a symmetric, irreflexiveaby relation friendship, to
denote the fact that mutual consent has been reached betwegrarties in previous
communications, to forge an acquaintance relationship &adtessibility consequences.
Such a binary relation inducessacial graph the global topology of which becomes a
second basis for authorization decisions.

Every SNS is equipped with aadjacency predicatedd;j : I" — B, which trans-
lates the communication state between a pair of users ind@@maintance relationship
(or the lack thereof). Given an adjacency predici# and the global communication
stateHis, thesocial graphis the simple graph formed by the following function:

SG(Adj, His) = MN(Adj, His) . (Sub, {{u,v} € Pa(Sub) | Adj(His({u,v}))})

Intuitively, the vertices of the social graph are the uséhsh], and there is an edge
between a paifu, v} of users whenevedd; returns true for the local communication
state His({u,v}) betweenu andwv. In the sequel, we will see that the authorization



mechanism of a SNS is given no global information other thendocial graph, the
topology of which can be consulted for authorization decisi

Policy Predicates. As mentioned above, a SNS bases its authorization decisidgs
on two pieces of information: local communication historydaglobal acquaintance
topology. We formalize such an information restriction bardating a specific type
signature for the authorization mechanism. Specificalpglecy predicatas a boolean
function with the signaturé&ub x Sub x G(Sub) x I' — B. Given an object owner
u € Sub, an object accesser € Sub, the current social grapf € G(Sub), as well
as the current communication statec I" between the owner and the accessor, a pol-
icy predicate returns a boolean value indicating if the as@&hould be granted. Such a
predicate has no access to any state information of the SIN& titan the arguments,
which expose to the authorization process precisely thal loemmunication history
and the global acquaintance topology. (See Sect. 4.1 foxamp@e of how local com-
munication history is used in Facebook’s authorization maeésm.)

To facilitate presentation, we define policy combinatoet #llow us to create com-
plex policies from primitive ones. Given policy predicatésand P, defineP; vV P, to
be the policy predicat&(u, v, G, ) . Pi(u,v, G,v)V Py(u,v,G,~). The policy predi-
catesP; A P, and—P; can be defined similarly. We also defifieand L to be the policy
predicates that always return true and false respectively.

User-Specified Policies A SNS allows users to specify four types of policies:

1. Every user may specify asearch policy(i.e., a predicate of the typgub x Sub x
G(Sub) x I' — B), which determines if an accessois able to produce a search
listing of u by performing a global name searchwof

2. Every usen may specify draversal policy which determines if an accessois
able to see the friend list af oncewv has reached the search listing«oflf the
friend list of u is visible tov, thenv will be able to reach the search listings:o$
neighbors in the social graph.

3. Every usen may assign @ommunication policyfor each communication primi-
tive a € X. Such a policy determines if an accesss allowed to initiate commu-
nication primitivea with v as the receiver onaehas reached’s search listing.

4. Every usemn; may assign amaccess policyo each object identifies € Obj. This
policy specifies if an accessomay access.o after reaching:’s search listing.

Users may alter the above policies at will. The current sg#tiof these policies thus
form part of the run-time state of the SNS.

System. A Facebook-style SNS, orsystemin short, is an pentupl&’ = (Sub, Obj,
M, Adj, PS). Sub is a finite set of usersObj is a finite set of object identifiers, so
that every object in the system is uniquely identified by atleced pair inSub x
Obj. M = (X, I,7,6)isa CA.Adj : I' — B is an adjacency predicat®S =
{PS;}rer, is a family of policy spacesndexed byresourcesr € Ry, such that
Ry = {search, traversal } U X U Obj, and eachPS,. is a countable set of pol-
icy predicates (i.e., with type signatufab x Sub x G(Sub) x I' — IB). Intuitively,



S Fn ufindsu (F-SLF)

N=(,.Adj,) G=SG(Adj,His) {u,v}€ E(G)

- - (F-FrD)
(His, Pol) Fn v finds u
(His, Pol) - v finds u’
N={(,,MAdj,) M=(,v,) 7= Hisq,{u,v})
G = SG(Adj, His) {u,v'} € E(G) Pol(u/, traversal) (v', v, G,~) (F-TrY)
(His, Pol) Fn v finds u
N=(,,MAdj,) M=(,v,) 7= Hisq{uv})
G = SG(Adj, His) Pol(u, search)(u,v,G,~) (F-ScH)

(His, Pol) Fn v finds u

Fig. 1. Definition of the reachability sequeSttxn v finds u.

PSsearch Specifies the set of policy predicates that users may legfily adopt as their
search policies, whil&Syaversal, PS. and PS,, specify, respectively, the set of legiti-
mate traversal policies, the set of legitimate communicgpiolicies for communication
primitive a € X, and the set of legitimate access policies for object tygeOb;. Note
that users are not free to choose any policy they want. Thest select policies built
into the system. The design of policy spaces is thus a impbctamponent of SNSs.

3.2 System States

State. Suppose a systemV = (Sub, Obj, M, Adj, PS) is given such that\/ =
(X, T70,9). LetR = Ry. A stateof N is a pairS = (His, Pol):

— His : Po(Sub) — I' maps each pair of users to their current communication.state
Giveny € I', we also definéTis .,y : Po(Sub) U Py (Sub) — I"to be the function
(Mu, v} . if u = v then v else His({u,v})). Thatis,His ., is the extension offis
that maps{u, v} to v wheneven = v.

— Pol : SubxR — |, PS. is amapping that records the current policy for every
resource of every user. It is required thate Sub.Vr € R. Pol(u,r) € PS,.

We model the two stages of authorization as queries agastate Specifically, these
queries model the reachability of search listings and ticessibility of profile items.

Reachability. Fig. 1 describes the rules for navigating the social grajpecically,
the sequent$ +x v finds ©” holds whenever accessoris permitted to traverse the
social graph to reach the search listing of ugeAccording to Fig. 1, this occurs if
v = u (F-SLF), if v is adjacent tau in the social graph (F-RD), if v may reach a
neighboru’ of u, and the traversal policy af allowsv to access the friend list af’
(F-TRrV), or, lastly, if the search policy af permitsv to reach her through global name
search (F-8H). As we shall see, reachability is a necessary conditiomdoess (i.e.,
Stage-| authorization). Properly controlling the readlitglof ones search listing is an
important component of protection.



(His, Pol) Fn v finds u
N = <7777 M7 Ad]77> M= <7>77’707*> Y= HZ'S("/())({“@”})
G = SG(Adj, His) Pol(u,0)(u,v, G, ")
(His, Pol) Fn v reads u.o

(R-AcQ)

Fig. 2. Definition of the accessibility sequeftx v reads w.o.

In >t = com(v,u,a) foru,v € Sub,a € ¥
| pol(u,r,P) forue Sub,r € Ry, P € PS,

Fig.3. Definition of the set 7y of transition identifiers for a systemN =
(Sub, Obj, M, Adj, PS), whereM = (X, I, yo, ).

Accessibility. Fig. 2 specifies the rules for object access. Specifically, sbquent
“S kN v reads u.0” holds whenever accessoiis permitted to access objecbf owner

u. According to Fig. 2, access is permittedi€an reach the search listing@fand the
access policy of; allows access (R-&C).

3.3 State Transition

The state of a system is changed by a set of transition rubeslldw us to refer to these
transitions, we define a sy of transition identifiers, the syntax of which is given in
Fig. 3. The convention is that the first argument of a congrus always the initiator
of the transition. We writénitiator(t) for the initiator of transition identifiet.

Fig. 4 defines the state transition relatish,— x S’, which specifies when a tran-
sition identified byt may occur from staté to stateS’. Rule T-Hs specifies the effect
of communication events. It ensures that accessoay communicate with useronly
when (a)v reaches:, (b) the communication event honors the communicatioroguait
ted by the communication policy of. If all three preconditions are satisfied, then the
communication state of the two users will change accordirthe communication pro-
tocol of the system. Rule (T-@&.) specifies change of policies. The rule ensures that the
policy predicate selected by the initiating user for a gikesource belongs to the corre-
sponding policy space of that resource. We wfte™- S’ for w € (T)* whenever
S can transition t&5” through the sequence of transitions identifiecdy

3.4 Monotonicity, Propriety and Definability

A policy predicateP is said to bemonotoniciff P(u,v,G,v) = P(u,v,G + €,7)
for everyu,v € Sub, G € G(Sub), e € Po(Sub), andvy € I'. Here,G + e de-
notes the graph obtained by adding an extra edggo graphG. Under a monotonic
policy, adding edges into the social graph never disablesss; and removing edges
never enables access. Monotonic policies are thereforg fesereserving access to
“closely related” users. Conversely, a policy predicBtés said to beanti-monotonic
iff P(u,v,G+e,v) = P(u,v,G,~) foreveryu,v € Sub, G € G(Sub), e € Pa(Sub),
andy € I'. Under an anti-monotonic policy, access becomes moreuliffis the social



uF#v (His, Pol) Fn v finds u
N= (M Ad,)  M={,..8 G=SG(Adj,His)
S His(fuod) b= ipem(®) A = 0(1b,0)
Pol(u, a)(u, v, G, ) His' = His[{u,v} — 7]

com(v,u,a) (T-COM)

(His, Pol) ~ (His', Pol)
N={(,_,_,.PS) P e PS, Pol" = Pol[(u,r) — P]

(His, Pol) _polwnP) |

(T-PoL)
~ (His, Pol')

Fig. 4. Definition of the state transition relatigh v S

graph becomes denser. Anti-monotonic policies are thexefsed usually for preserv-
ing privacy: disclosure of information only to those who dat know you well. Note
that both monotonicity and anti-monotonicity are presdrg the policy combinators
A andV. As expected;- P is anti-monotonic ifP is monotonic, and vice versa.

A stateS is aproper initial statewhenever the following conditions are met:

=

The communication state between every pair of useyg.is

2. The sequen$, -y v finds u o is false whenevet, # v. (ConsequentlySy

v reads u.o is false whenever # v. That is, a search listing is reachable only from
its owner, and thus Stage-| authorization fails unifornmguch a state.)

This notion of propriety gives us a manageable fixed poinpfaicy analysis in future
work. A system has proper initial states iff it satisfies tbkkofving conditions:

— Adj(v) = 0. (Consequently, F-RD is rendered inapplicable.)
— PSsearch CONtains a predicate that returns 0 when the social graphdasige or
when the communication stateyg. (Thus, F-®H can be rendered inapplicable.)

A system that satisfies these two conditiona@dl-formed Well-formed systems have
proper initial states. From now on we consider only welkied systems.

A state S is definableiff it is reachable from some proper initial stafy (i.e.,
Sy = S for somew € (7y)*). We consider only definable states in the sequel.
Given a concrete system, a natural task is to characterzsethof all definable states.

4 Sample Instantiations

We illustrate the utility of our model by considering corterenstantiations.

4.1 Facebook as an Instantiation

We begin with an instantiation of the modelrramicthe access control mechanism of
Facebook. We explicitly eschew claiming that the instdimmaccurately mirrors the
access control mechanism of Facebook. Aiming for accusaicyevitably futile because
the Facebook technology is a moving target. Instead, odtigtiaverify that our model
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Fig. 5. Transition diagram for the communication automatoF@ ;.. .

[Policy [Semantics
no-one 1
only-me Au,v,G,y) . u=wv

only-friends only-me vV (A(u,v,G,7) .{u,v} € E(G))
friends-of-friends|only-friends v
Mu,v,G,v) . (I € Sub. {u,v'} € BE(G) Av',v} € E(Q)))

everyone T

Fig. 6. A list of Facebook-inspired policy predicates.

captures the essential features of Facebook’s accesslmeithanism, although it does
not necessarily mirrors every details of that mechanism.

Consider the SNSFBy;.. = (Sub, Obj, M, Adj, PS) defined as followsSub is
the set of all user identifier9)b; is the set of the profile item names, s&yBasic-
Information, Contact-Information, Personal-Information, Status-Updates, Wall-
Posts, Education-Info, Work-Info }.

The communication automato = (X, I,7y,6) is defined such thatl =
{invite, accept, ignore, remove}, I' = {stranger, invited-1, invited-0, friend}, vy, =
stranger, and/ is defined as in Fig. 5.

The adjacency predicatéd; is (Ay . = friend).

The traversal policy space i®Syaversat = {no-one,only-me, only-friends,
friends-of-friends, everyone}, where the policy predicates are defined in Fig. 6.

The search policy spacBSsearch could have been defined in the same way as
PSyaversar had it not been the following complication. Onceextends a friendship
invitation tou, the search listing of will become accessible froma Rather than intro-
ducing additional complexities into the model, we tailog gearch policy of. to allow
this behavior. To this end, the following policy predicaéritroduced:

owner-invited = (A(u,v, G,7v) . (u < v Ay = invited-1) V (v < u A vy = invited-0))

This predicate returns true iff has extended a friendship invitationdoThenPS search

is defined ag P v owner-invited | P € PSyaversal }- AS @ result, initiating a friendship
invitation will cause the search listing of the initiatotiecome accessible to the invited
party. This illustrates how local communication history ¢ used in authorization.



For a typicalo € Obj, the access policy spaé&, can be defined to be the same as
PStaversal- The only exception is that, onaesends a friendship invitation tg some
distinguished objects af, sayBasic-Information, would become accessible toWe
therefore sePS Basic-Information = PSsearch-

The communication policy space is defined as follows:

PS. — { no-one, friends-of-friends, everyone } if a = invite
“ ] {everyone otherwise
{ everyone }

First, note that the communication automafdnalready specifies in what communica-
tion state is a given communication primitive applicablbefie is no need for tailoring
policies for enforcing applicability constraints. Thatvidy PS, = {everyone} for
mosta. Secondly, a user may not always want to allow friendshiptations from
strangersPSinite iS therefore set t§no-one, friends-of-friends, everyone}.

Proposition 1. FBy;;. is well-formed, withPS containing only monotonic policies. In
addition, every state is definable.

FBi:e does not capture all aspects of the access control mecharfibacebook
(see [19, Sect. 4.1] for a list of missing features). NewdgbsF B,;. illustrates how
the model can be instantiated. Reasonable efforts wilhatlioe to capture more aspects
of Facebook in this model. For example, a group or a netwotkdcbe modeled as a
virtual user. Group membership could then be modeled asdsigip between a group
member and the virtual user. A policy similar fidiends-of-friends will allow group
members to access objects owned by one another.

4.2 Topology-based Policies

This section explores policies other than those alreadyredfby Facebook. The goal is
to illustrate the possibilities supported by the proposedeh Specifically, we consider
policies that are based on topological information progiitg the social graph (see [19,
Sect. 4.3] for an example of policies based on communicdtistory). It is assumed
that adjacency in the social graph is induced by some fromgaifbacquaintance (e.g.,
friendship), which in turn is formed by a mutual consent poal (e.g., friendship invi-
tation and acceptance). Our focus here is on access policies

Degree of Separationkor k > 1, let policy distance,, to be the following predicate:
AMu,v,G,75) . dg(u,v) <k

whereds (u, v) denotes the distance between verticendwv in graphG. This policy
allows usemw to access an object of usemwhen the distance betwearandv in the so-
cial graphG is no more thark. This is an straightforward generalization of Facebook’s
friends-of-friends to an arbitrary degree of separation. Objects are grantedrmyto
friends, but also to individuals within a “social circle” idiusk. Here, the distance be-
tween two nodes in the social graph is considered a quawtitateasure of the degree
of acquaintance. Notice also that the communication hisidoetweenu andwv is not
taken into consideration in authorization, and thus th&pad purely topology-based.



Known Quantity.For k& > 1, let policy common-friends;, be the following predicate:
only-friends Vv (A(u, v, G,7) . |[Ng(u) N Ng(v)| > k)

whereN (u) is theneighborhoodof v in graphG, which is defined to be the vertex set
{v e V(G) | {u,v} € E(G)}. Intuitively, the policy permits access between a pair of
distinct users when they share at ldasbmmon friends. This is another generalization
of Facebook'driends-of-friends to an arbitrary number of intermediaries. Access is
granted when an enough number of friends know the persort.ighthe person is a
“known quantity” among friends. Here, the number of comnmienids becomes a fine-
grained quantitative measure of the degree of acquainfanéeends of friends. Note
thatcommon-friends; = distance,.

Clique. Fork > 2, define policyclique,, as follows:
only-me VvV (A(u,v,G,7). (3G .G' CGAG = Ky A{u,v} CV(G)))

whereG, C G, iff graph G, is a subgraph of grapti's, G; = G, iff graph G is
isomorphic to grapltz,, and Ky, is the complete graph of ordér In short, access is
granted when, andv belong to ak-clique. The intuition is that if two individuals are
both part of a tightly-knit group, in which everyone know®grone else, then the two
must know each other very well, and thus access can be safaijegl. Here, the size
of the largest clique to which two friends belong is used ase@rained quantitative
measure of the degree of acquaintance of friends. Noteligae,, = distance;.

Trusted Referral.Givenk > 1 andU C Sub, let policy common-friendsy, ; be the
following predicate:

only-friends VvV (A(u, v, G,%) . |[Ng(u) N Ng(v) NU| > k)

The policy grants access whenewes a mutual friend of at leagt users belonging to

a specific user sdf. Essentially, friends i/ are considered more trusted than others
in mediating access. Acquaintance with them becomes askcemaccess. Note that
common-friendsy, s, = common-friendsy.

Stranger. Consider—distancey, the negation oflistance;. Such a policy allows ac-
cess when the distance between two parties is more ithdihe intention is to offer

access to objects reserved for “strangers”. Unlike othécips presented in this sec-
tion, —distancey, is anti-monotonic.

5 A Case Study: E-learning

SNSs can serve as a generic infrastructure for informatianirsg beyond recreational
purposes [20, 21]. We demonstrate here the utility of togplbased policies in facil-
itating controlled dissemination of information in a hypetical information sharing
system. An e-learning system [22] performs a variety ofdaskated to learning, such



as supporting different learning scenarios (e.g. selfystir guided learning), authoring
and delivery of learning objects, tutoring, communicatiparformance evaluation, an-
notation, administration, etc. Embedded with tools forggiimg, podcasting, or social
book-marking, today’s e-learning environments suppoctadearning [23]. Further-
more, a personal portfolio tool, namely e-portfolio [244sthecome a part of e-learning
to allow learners to create and showcase their own work, (earning records, artifacts,
etc.), in a manner similar to an SNS user profile. Considemathetical e-learning en-
vironment modeled as a SNS, adopting the access controllradaeilated in Sect. 3.
We examine how topology-based policies can naturally datearious access control
needs of actors in such an e-learning environment.

Peer help. Peer help is a pervasive phenomenon in learning enviroran8utppose
peer help is modeled as a profile item of the helper. A learaeronly afford to help so
many of her peers. Usingjstance;, as an access policy, a learner can restrict peer help
only to users within a manageable social circle.

Review. For fairness and privacy, a blind review is an effective gegrewing process.
When an e-learner wants to try out her seminal ideas, she reégrpo make her ideas
accessible only to someone at “arm’s length”, thereby #mlgcfeedback outside of her
circle of close neighbors. The anti-monotonic polieglique,, serves this purpose.

Initiation. When a learner joins a new learning community (e.g., a classjmon
friends can play the role of introducer between two strasiglrlearner may choose
to consider someone to be a potential friend only if they sterleastc common
friends. Each of the common friends can be viewed as a votemidence towards
the reputation of a person. This can be arranged by impasingnon-friends;, as the
communication policy for the friendship invitation prirwvie.

Meeting placesRecall that a liberal search policy (e.gveryone) destroys the capa-
bility nature of user search listings. Yet, search listinged to be reachable before a
new user can even start accumulating friends. How does aotstbap friendship artic-
ulation without completely compromising the capabilitytur@ of search listings? An
idiom is to exploit interest groups as “meeting places”. &lkthat interest groups can
be modeled as virtual users, and group membership can bdeddnebeing adjacent
to the virtual user. The SNS can set up its search policy dpeaentain only policies of
the formcommon-friends,, 1/, whereV is the set of virtual users representing interest
groups. In that way, a user becomes reachable through ghalba¢ search only if the
accessor sharésinterests with her.

6 Related Work

For general studies on the phenomenon of social networksutiothe recent special
issue of theJournal of Computer-Mediated Communication Social Network Sites.
The editorial article of boyd and Ellison contains a survéypivacy and security is-
sues in Social Network Systems [1]. There is also a growirdyhdf literature on the
anonymization of social networks (e.g., [25, 26]).



To the best of our knowledge, this is the first work to provideraal articulation
of the access control paradigm behind the Facebook priveesepsation mechanism.
We argue in Sect. 2.2 that the access control paradigm b&hicebook is distinct from
capability systems [11, 12], Discretionary Access Cor(b#iC) [4, 5] and Role-Based
Access Control (RBAC) [13, 14]. We also compared this accesdrol paradigm to
history-based access control [15] by identifying the higiaformation consumed by
the authorization mechanism. Consequently, our work &edlto [10]. While both [10]
and this work employ the idea of abstraction to model infdfameloss, in this work we
attempt to characterize the information that is actuallgdusm making authorization
decisions, rather than the information monitored by théauzation mechanisms. A
comparison with TMSs [16, 17] can also be found in Sect. 2.2.

Perhaps closest in spirit to our methodology is that of W&k who proposes
a formal framework for delineating the design space of TNahagement Systems
(TMSs). A concrete TMS is obtained by instantiating the fesrark with a concrete
lattice of authorization labels and a concrete license olealy. Each license is speci-
fied as a higher-order function via the lambda notation. Tleammg of authorization
is specified by a fixed-point semantics. The model has beg&mitisted to simulate the
TMSs KeyNote and SPKI. Our work is similar in that our SNS masiparameterized
by a vocabulary of policies (specified as lambda exprespi@mnd a consent protocol
(specified as a communication automaton and an adjacendicate). Our approach
defers from that of Weeks in that we specify the semanticsutifaization by way of
an operational semantics (i.e., an abstract state machine)

A number of proposals, in various level of maturity, attertqpiadvance beyond
the access control mechanisms found in commercial SNSsofoqte the usability of
access control in social computing, Hattal. propose to automatically infer default
access control policies based on the contents of user dataTl@ preserve the trust-
worthiness of user constructed data in SNSs,eAlal. propose to use trust metrics to
impose access restrictions akin to multi-level securi][Xruk et al. considers the
combination of asymmetric friendship, trust metrics angrde-of-separation policies
(i.e.,distancey;) in a distributed identity management system based onlstetiaorks
[29]. The most mature of these proposals is that of Carmigtaéil, in which a de-
centralized social network system with relationship typresst metrics and degree-of-
separation policies is developed [30]. Our model assuma$yanfiediated environment,
as opposed to Krukt al. and Carminatet al,, and thus enjoys the richness offered by
Stage-| authorization (i.e., search and traversal palj@earch listings as capabilities,
etc). Although our model does not support asymmetric frédiygl friendship types and
trust metrics, it supports such socially interesting peicascommon-friends;, and
clique,,, as well as anti-monotonic policies for privacy presexati

7 Conclusions and Future Work

We have formalized the distinct access control paradignnbethe Facebook privacy
preservation mechanism into an access control model, vdeiiheates the design space
of protection mechanisms under this paradigm of accessatoWe have also demon-



strated how the model can be instantiated to express acmessl@olicies that possess
rich and natural social significance.

This work is but the first step of the three-pronged reseagemaa articulated in
Sect. 1. We plan to address challenge (b), identifying sigopiroperties that should be
enforced in instantiations of our SNS model, and challecyelte design of visualiza-
tion tools to help users anticipate the privacy implicasiofitheir actions [31]. Another
direction is to further generalize the model to account iidner forms of acquaintance
relations and policies, including relationship types,msetric acquaintance, and os-
tensionally specified trust metrics (i.e., specificatiorebymerating examples).
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