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MAC Address

every device that connects to a network has a network
interface

these have identifiers called MAC address
Media Access Control
6 octets

written in hex
separated by colons
e.g., 00:0c:29:91:d0:93
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MAC Address

often used (unfortunately) to authenticate on a network
only a particular MAC address can use a particular ethernet wall jack

MAC address are assigned at the factory but can be changed

change is through software, so the network driver uses a new one
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The MAC address is self reported in the packet.
Not reliable identification / authentication
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The MAC address is self reported in the packet.
Not reliable identification / authentication

Yet it is widely used.
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The MAC address is self reported in the packet.
Not reliable identification / authentication

Yet it is widely used.
Even here, today, with non-trivial cost.
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Link Layer

individual units that are sent are data frames
these frames are sent to MAC address

not IP addresses!

IP addresses are resolved to MAC addresses
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ARP protocol

ARP is address resolution protocol

used to translate IPs to MAC addresses

based on broadcast over network
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ARP protocol

Someone says: “I have IP 10.0.0.123 and MAC
00:0c:29:91:d0:93. Who has IP 10.0.0.12?”

The machine with IP 10.0.0.12 replies: “Tell 00:0c:29:91:d0:93
that 10.0.0.12 is 00:0c:29:91:34:23”
machines that hear this cache the result

i.e., set 10.0.0.12 → 00:0c:29:91:34:23
any ARP they see they update
idea was to save network bandwidth in the pre-switch era
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ARP protocol

ARP has no authentication

anyone can create ARP messages

there is no guarantee that the MAC address for the IP is correct

ARP messages can be created spuriously
this enables MitM

e.g., by ARP poisoning the gateway (10.0.0.1)
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MitM on ARP

Eve sends ARP reply to Alice to map Bob’s IP to Eve’s MAC

Eve sends ARP reply to Bob to map Alice’s IP to Eve’s MAC

Alice now sends all Bob-bound messages to Eve
Bob now sends all Alice-bound messages to Eve

Eve is now on-path
Eve can forward traffic, monitor traffic, modify traffic
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DoS on ARP

DoS (denial of service)

Eve sends bad ARP replies to machines, mapping IP addresses to
non-existent MACs

no traffic is getting through
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ARP Spoofing requires local access (e.g., LAN)
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ARP Spoofing requires local access (e.g., LAN)
This means that it works for shared Wi-Fi, public Wi-Fi
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ARP Spoofing requires local access (e.g., LAN)
This means that it works for shared Wi-Fi, public Wi-Fi

Once on path, easy to mount other attacks
(e.g., TLS stripping)
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How to deal with ARP Attacks

only let in trusted users to a network

detect multiple occurances of the same MAC address on a LAN

statically define the ARP table
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