
TCP: Transmission Control Protocol

1









stream data

100 200 ...0



stream data

100 200 ...0

of data to a remote peer

goal: send this stream



stream data

100 200 ...0

of data to a remote peer

goal: send this stream

stream data

100 200 ...0



stream data

100 200 ...0

but over a network

with unreliable delivery

out of order delivery

repeated delivery

and max message size



stream data

100 200 ...0

stream data

100 200

data missing

data present



stream data

100 200 ...0

stream data

100 200

data missing

data present



stream data

100 200 ...0

stream data

100 200

data missing

data present

segments



stream data

100 200 ...0

stream data

100 200

data missing

data present

send()

0 50



stream data

100 200 ...0

50 100

stream data

100 200

data missing

data present

send()

0 50

send()



stream data

100 200 ...0

50 100

stream data

100 200

data missing

data present

send()

0 50

send()

...



stream data

100 200 ...0

100 13050 100

stream data

100 200

data missing

data present

0 50 160130



stream data

100 200 ...0

100 13050 100

stream data

100 200

data missing

data present

0 50 160130

window size

sent

data



stream data

100 200 ...0

130 160 130 160

stream data

100 200

data missing

data present

window size

0 50 130100

recv

data



stream data

100 200 ...0

130 160 130 160

stream data

100 200

data missing

data present

window size

0 50 130100



stream data

100 200 ...0

130 160 130 160

stream data

100 200

data missing

data present

window size

0 50 130100

50



stream data

100 200 ...0

130 160 130 160

stream data

100 200

data missing

data present

window size

130100

50



stream data

100 200 ...0

130 160 130 160

stream data

100 200

data missing

data present

window size

130100

50 160130



stream data

100 200 ...0

130 160 130 160

stream data

100 200

data missing

data present

window size

130100

50 160130

?



stream data

100 200 ...0

130 160

stream data

100 200

data missing

data present

window size

130100

50 160130

?



stream data

100 200 ...0

130 160

stream data

100 200

data missing

data present

window size

130100

50 160130

?



stream data

100 200 ...0

130 160

stream data

100 200

data missing

data present

window size

130100

50 160130

?



stream data

100 200 ...0

130 160

stream data

100 200

data missing

data present

window size

50 160130

?

ignore



stream data

100 200 ...0

stream data

100 200

data missing

data present

window size

50 160130

?
read



stream data

100 200 ...0

100 200

data missing

data present

250

stream data

50 160130

?



Two ways to Close TCP

fin control message
reliably delivered, other side acks
signals “I have no more data to send”
other side can still send data
consumes an octet for ACK purposes

rst control message
unilateral
takes effect immediately (no ack needed)
only accepted if it has “correct” sequence number

i.e., within reasonable window

“Connection reset by peer.”
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When to send reset

first, never in response to a RST
any segment received on a CLOSED connection

if ACK is on, use ACK as the SEQ number in reply
if ACK is off, use 0 as SEQ in reply

any ACK received in LISTEN, use ACK as SEQ in reply

incorrect ACK in SYN-SENT or SYN-RECEIVED, use ACK as
SEQ in reply

if a SYN is set with SEQ in-window in all other states
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Examples when not to send reset

SYNs after ESTABLISHED with SEQ out of window
could be retransmission or delayed prior to connect
send an ACK back to the sender.

ACKs for data not yet sent
not fatal, just ignore entire packet

data sent out of the window
not fatal, handled with ACKs
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Attacks on TCP
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TCP Threat: Reset Attack

a single packet to either A or B ends the TCP connection
Eve can interfere with communication

low cost: single packet does it
need to know port and a reasonable sequence number

trivial for non-blind attacker
often one side is known (port 80, 443)

any packet that is sent after is rejected

what kind of attack is this?

what is it an attack on?
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This is not an existential threat:
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This is not an existential threat:
this is one of the techniques used
by the People’s Republic of China

to prevent their citizens from accessing
news from non government-approved sources.
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This is not an existential threat:
this is one of the techniques used
by the People’s Republic of China

to prevent their citizens from accessing
news from non government-approved sources.

its also how Comcast stopped bittorrent
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TCP Reset Attack

SEQ number should reflect ACK in segment to which the RST is
in response

SEQ of zero used if no ACK present

TCP requires that receivers accept RST liberally
any in-window sequence number should be accepted
e.g., previous TCP data segments may have been lost
RST should never trigger with a SEQ less than data already received
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TCP SYN Reset Attack

TCP will send a RST if the SYN bit is set and the sequence
number is in-window

attacker sends a SYN, victim sends the RST

both cases require knowing valid window
window size is a function of available memory
has been increasing in the years

easier for blind attackers

need 232

W total guesses
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Why RST Attack Popular with Censors

easy to cause
only need one packet that is accepted by one of the two endpoints

easy to manage
no need to consult ACL regarding what flows to allow
gets the victims to do the work instead of the censor

low risk
RST are accepted silently and generate no response
destablizing the TCP connection other ways can result in ACK storm
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TCP Ack Storm

stops only when congestion causes an ACK to get dropped
as ACK do not carry data, they are not retransmitted

a easy to trigger DoS for others

not good DoS attack for Comcast’s illegal censorship (why?)
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Detecting Reset Attack

any reset attack by a third party has inherent issues with timing
e.g., SEQ number at the time decision is made to censor
communication may change

resulting RST packet will have features not representative of a
real end host

decisions for other TCP fields can be used to fingerprint the
specific censorship system being used
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Example Fraudulent Reset Features

sending multiple RST at different SEQ numbers
e.g., +0, +1000, +2000, etc.
sending RST after current SEQ
sending RST before current SEQ

having ACK as zero, or arbitrary value, or same as SEQ
accidentally incrementing the ACK instead of SEQ to do range

how long from SYN to RST

does real data arrive after RST with higher SEQ

including data in the RST segment
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rfc5961

RFC for hardening TCP against blind injection attacks

rewrites the rules for handling SYN and RST for established
connections
if the SYN bit is set in ESTABLISHED

ignore the sequence number
send a “challenge ACK”

current sequence and ack
absent attacker, honest peer would send a RST
this confirms loss of state
spoofed SYN will cause ACK to be ignored (duplicate)

ignore message
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rfc5961

if the RST bit is set in ESTABLISHED
if it is outside window, silently drop it
else if it exactly matches the expected sequence number, reset
else send a “challenge ACK”

a real RST now will cause another RST in response
will this cause an infinite RST/ACK cycle?
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TCP Threat: Data Injection

insert data instead of disrupting a connection
attacker knows correct port and sequence number
receiver doesn’t realize it is happening
source IP can be spoofed

called TCP connection hijacking or session hijacking
take over an already established connection
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TCP Session Hijacking

A→ B :
srcIP:srcPort to destIP:destPort, seq X, ack Y
HTTP GET /login.html

A← E :
destIP:destPort to srcIP:srcPort, seq Y, ack X+20
200 OK ... (bad spoofed data)

then shortly after
A← B :

destIP:destPort to srcIP:srcPort, seq Y, ack X+20
200 OK ... (actual data)

B ’s reply is ignored, treated as duplicate packet
why doesn’t OS check they aren’t equal and warn?
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This technique can be used to spoof entire session
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This technique can be used to spoof entire session
allows attacker blame a client for behaviour
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This technique can be used to spoof entire session
allows attacker blame a client for behaviour
allows attacker to receive IP-based credibility
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This technique can be used to spoof entire session
allows attacker blame a client for behaviour
allows attacker to receive IP-based credibility

has to otherwise see traffic
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TCP Threat: Blind Injection
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TCP Threat: Blind Injection
is it possible for an attacker to inject

into a TCP connection even if they can’t see?
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TCP Threat: Blind Injection
is it possible for an attacker to inject

into a TCP connection even if they can’t see?
YES: just need to guess sequence number and port
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TCP Threat: Blind Injection
is it possible for an attacker to inject

into a TCP connection even if they can’t see?
YES: just need to guess sequence number and port

security by design: ports and seq numbers
weren’t designed to fight this threat!

85



rfc5961

optional defense to improve blind injection
require ACKs on messages that try to add data
ACK is checked for correctness
ACKs out of window are ignored
ACKs in window are ignored

peer is ACKing data I havn’t sent
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rfc5961

problem: TCP allowed half the ACK space to be valid
divide the 232 possible ACKs into “future” and “past”

future is 231 ACKS beyond current sent data
past is the other half
blind attacker needs two guesses

solution: track the peer’s max receiving window size
the most data it ever claimed to be willing to accept without ACKing
any ACK will be within this range of the current ACK
or use maximum possible window size of 65535

blind attacker needs 232

W guesses
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TCP Threat: Blind Spoofing

can spoof an entire session
not just add a packet

attacker spoofs the initial syn with a fake IP
attacker then anticipates the rest of the session

protocols help this

but what can go wrong?
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TCP Threat: Blind Spoofing

problem 1
if a client receives the response from server they will send rst
if they aren’t reachable then the attacker can fake acks
if client does respond then attacker must do this in a hurry

or DoS them first

problem 2
attacker doesn’t see reply!
so attacker doesn’t know the server’s syn number to ack
so how can the attacker figure out what to ack?
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What happens if attacker sends a packet
with the source IP and port equal to

the destination IP and port and SYN set?
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What happens if attacker sends a packet
with the source IP and port equal to

the destination IP and port and SYN set?
Triggers loop in Windows XP SP2

implementation of TCP/IP and locks CPU.
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TCP Threat: Syn Flood

E → S : syn = X

E ← S : syn=Y, ack=X, remember X, Y, state, etc.

E → S : syn = X’

E ← S : syn=Y’, ack=X’, remember X’, Y’, state’, etc.

E → S : syn = X”

E ← S : syn=Y”, ack=X”, remember X”, Y”, state”, etc.

. . .

what kind of attack is this?
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TCP Threat: syn Flood

classic denial of service
server must allocate resources for each syn

keeps state until a timeout is reached
fixed bound on number of half-open connections

prevents legitimate clients from connecting

attacker can never continue with connection and not tell server

attacker just keeps sending more syns

server eventually runs out of storage and starts dropping
connections
server may spawn a thread for each request

depends on how it is implemented
asymmetries in security!

first done in 1994 by Mitnick to take down a server and
impersonate it
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Defence: Random Deletion

if syn queue is full, delete a random one
legitimate connections have a chance to complete
if it is a DoS, likely to have a good chance to delete attacker
connection (why?)
easy to implement
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Defence: use a proxy service

anti-DoS service handles creating TCP connections
does the establishing of TCP connections
forwards finished ones to the website
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Defence: SYN Cookies

from djb in 1996
idea is to impose state storage on the client

server chooses the syn number to actually store data
they don’t store any state until they get an ack

server’s syn is, e.g.,
HMAC(secret,srcAddr|srcPort|destAddr|destPort|time)

client must reply with this as their ack to finish connection

no state is stored from the initial syn

on the ack, the syn cookie is recomputed from the available
data and checked
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Why do SYN cookies fix the problem?
The attacker can just answer the syn-ack with the

cookie?
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Does Linux use syncookies?
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TCP Security Summary

attacker who can observe TCP can manipulate it
terminate with rst packets
inject data in either direction
can adjust sequence numbers to avoid detection

attacker who can predict ISN can “blind spoof” connections
(why?)

makes it look like a client has connected
undermines any security based on trusting IP addresses
allows attacker to “frame” someone or avoid detection
“fixed” by random ISNs

attacker can cause a DoS attack with a syn flood
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