
SSL / TLS

SSL: secure sockets layer

TLS: transport layer security

same protocol design, different crypto

TLS is evolution of SSL

standard for Internet security
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The primary goal of the TLS protocol is to
provide a secure channel between two communicating

peers; the only requirement from the underlying
transport is a reliable, in-order data stream.
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SSL / TLS Guarantees

end-to-end (E2E) secure communications in the presence of a
network attacker

communication protections from originating client to intended server
no need to trust intermediaries
attacker completely owns the network

against threats
eavesdropping

encryption

manipulation (injection, MITM)

integrity, replay protection

impersonation

server always authenticated
client optionally
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Imagine you’re checking your email
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Imagine you’re checking your email
at an Internet cafe
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Imagine you’re checking your email
at an Internet cafe

where the router is hacked
and it goes through an evil ISP

and you’re in a country that wants to spy on you
can you be secure?

9



History

SSL 1.0 (internal Netscape design, 1994)

SSL 2.0 (Netscape, 1994, flaws)

SSL 3.0 (Netscape, 1996)

TLS 1.0 (standardized, 1999, based on SSL 3.0)

TLS 1.1 (2006)

TLS 1.2 (2008)

TLS 1.3 (2018, fixed many issues)
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SSL / TLS in Network Stack

application

SSL / TLS

transport (TCP)

(inter)network

link

physical
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TLS in Network Stack
it provides security to any
application that uses TCP
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TLS in Network Stack
it provides security to any
application that uses TCP

API similar to “socket” interface
so it is easy to add security to an app
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TLS Basics

has two protocols: handshake and record

handshake uses public-key crypto to establish shared secrets
(session keys) between client and server

record uses secret session keys to communicate between client
and server while protecting confidentiality, integrity, and
authenticity of data
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TLS Handshake Protocol

runs between client and server
e.g., web browser and website

negotiate version of the protocol and cryptographic algorithms
client and server talk about what they can do and choose the best
option

authenticate the server and client
use digital certificates to learn each other’s public keys
public keys used to sign the messages in the protocol
parties can authenticate each other
typically only the server is authenticated
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TLS Connection

B(rowser) → (S)erver: SYN

S → B : SYN ACK

B → S : ACK
B → S : Hello. My random number is RB . I support:

TLS+RSA+AES128+SHA256, or
SSL+DH+3DES+MD5, or ...

S → B : My random number is RS . Let’s use
TLS+RSA+AES128+SHA256

S → B : Here’s my cert

around 2–3 KiB of data
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Browser sends the list of supported ciphers in the clear.
Is this a problem?
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Server makes the selection of the cipher to use.
Is this a problem?
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At this point the Browser validates the certificate.
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For RSA TLS

browser constructs pre-master secret PS

B → S : {PS}SPK
PS encrypted with server’s public key

PS and both client and server randomness used to derive four keys:

two integrity keys (IB , IS)
two encryption keys (KB ,KS)
separate keys for purpose is good practice

what does this approach lack?
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RSA TLS

browser and server exchange a MAC on their dialog until now

B → S : MAC(dialog, IB)

S → B : MAC(dialog, IS)

all subsequent messages are then encrypted with the negotiated
cipher

all messages are sequentially numbered to prevent replay
attacks
per-direction encryption keys prevent reflection attacks

replay of a message back to the source
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Alternative: Diffie-Hellman

after S → B : Here’s my cert

S → B : {g , p, g a mod p}SK
B → S : gb mod p

both servers compute PS = g ab mod p
both servers derive CB ,CS , IB , IS

using PS and both client and server randomness

B → S : MAC(dialog, IB)

S → B : MAC(dialog, IS)

all subsequent messages are then encrypted with the negotiated
cipher

all messages are sequentially numbered to prevent replay
attacks
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TLS Protocol again using its nomenclature
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TLS Handshake Protocol

B → S : ClientHello
S → B :

ServerHello
Certificate
ServerKeyExchange
CertificateRequest
ServerHelloDone
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SSL Handshake Protocol (con’t)

B → S :
Certificate
ClientKeyExchange
CertificateVerify

client and server switch to the negotiated cipher
B → S :

Finished

MAC of dialog

S → B :
Finished

MAC of dialog
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DTLS: Datagram TLS

a UDP-based variant of TLS
not as widely used
but still standardized

provides the security of TLS without needing guarantees of TCP
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Ciphersuite Downgrade Attack
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Ciphersuite Downgrade Attack
How do the browser and the server decide on which cipher

suite to use?
Who ultimately controls that decision?
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Ciphersuite Downgrade Attack
How do the browser and the server decide on which cipher

suite to use?
Who ultimately controls that decision?

How is it protected against a MITM-attacker?
What is an attack that can happen?
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Version Downgrade Attack
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Version Downgrade Attack
Suppose both Alice and Bob use TLS 1.3
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Version Downgrade Attack
Suppose both Alice and Bob use TLS 1.3
And attacker wants them to use 1.1 (why?)

And why would want to allow a client to use 1.1?
What in the protocol protects it?

MAC is done using a MAC algorithm decided by
adversary!
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Goal: The cryptographic parameters should be the same
on both sides and should be the same as if the peers
had been communicating in the absence of an attack.
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Solution: make it conspicuous if both parties
preferred a higher TLS version
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Solution: make it conspicuous if both parties
preferred a higher TLS version

If server supports higher version than client asks for
server puts DOWNGRDx at end of server randomness

39



Solution: make it conspicuous if both parties
preferred a higher TLS version

If server supports higher version than client asks for
server puts DOWNGRDx at end of server randomness
x indicates the version that was asked by the client
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Why does this work? If client is using older TLS they
won’t look at randomness.
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Why does this work? If client is using older TLS they
won’t look at randomness.

Why can’t the adversary also change the DOWNGRD?

43



TLS 1.3 Changes

(as seen) downgrade is made conspicuous

remove choices in cipher suites and Diffie-Hellman groups

remove RSA and force forward secrecy

1RTT and 0RTT modes
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TLS Stripping Attacks
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TLS Stripping Attacks
AKA HTTP Downgrade Attacks
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How do we access HTTPS sites?
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How do we access HTTPS sites?
302 redirects
clicking links

manually typing https://
HTTPS everywhere browser extension
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Stripper Attacks
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Stripper Attacks
instead of attacking the TLS connection

with, e.g., a bad cert
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Stripper Attacks
instead of attacking the TLS connection

with, e.g., a bad cert
we attack the HTTP connection instead

e.g., we stop it from using HTTPS
and hope user doesn’t notice
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HTTPS is reached by 302s or links, both from HTTP.
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Stripper Attacks

B → E → S : HTTP GET
B ← E ← S : webpage

E replaces

from <a href=“https://...”>
to <a href=“http://...”>
from 302 Found\r\nLocation: https://
to 302 Found\r\nLocation: http://

E remembers all these changes
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Stripper Attacks
if B requests an HTTP URL that E stripped
then E establishes an HTTPS request to S

to get content and follow other links.
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Stripper Attacks
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Stripper Attacks
if B requests an HTTP URL that E stripped
then E establishes an HTTPS request to S

to get content and follow other links.
E forwards the HTTPS traffic to B over HTTP

E continues to strip any HTTP links.
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The Result

server cannot tell the difference
server does not authenticate client
everything looks like a TLS client requested it

client didn’t display any warnings
no bad cert, etc.
just a normal HTTP website
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How can the client realize this is happening?
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How can the client realize this is happening?
They notice the lock icon is missing.
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How can the client realize this is happening?
They notice the lock icon is missing.

Neutralization of HTTPS helps detect this now.
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Trick to get the lock icon:
E does everything the same

except she changes the favicon
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How can we fix this?
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What about non-browser HTTP
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What about non-browser HTTP
e.g., apps that download resources over HTTP won’t

necessarily be rendered in a browser
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Example Non-Browser HTTP

mobile app traffic

wget, curl, apt, pip, yum, npm, git clone

stunnel

HTTP-based RPCs or APIs
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HTTP Strict Transport Security

puts a Strict-Transport-Security header in the reply

includes a “max-age” to say how long it should be there

client refuses HTTP for any page that has this header stored

what trust model applies here?

other issues?
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