CPSC 526: Introduction
PVO Chapter 1



computers do precisely what they're told

code is data and data is code
features and convenience creates vulnerabilities
« this includes features of programming languages

no such thing as 100% secure, goal is risk management
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keep systems functioning as intended
« free of abuse

keep data accessed only as desired

secure access to resources and capabilities

enable privacy and anonymity
do all of this

« with an adversary
« on a budget



« confidentiality
= non-public information accessible only to authorized parties
« stored (at rest) or in transmission (in motion)

« technical means: encryption
« procedure means: offline storage in secured sites

* e.g., guards, guns
« integrity
« data, software, and hardware remains unaltered
« checksums detect this
= preventing changes is harder
« includes integrity of people
+ e.g., bribery, corruption



« authorization

= resources accessed only by authorized entities
= approved by resource owner
e achieved by access control mechanisms

+ e.g., passwords, keycards
« availability
« information, services, and resources can be used
« protect against intentional deletion or denial of service (DoS)

« CIA: confidentiality, integrity, availability



security protects assets

= information, software, hardware, computing and communication
services

a security policy specifies system’s rules and practices
« what is and is not allowed

a security mechanism implements a security policy

ideally the mechanism enforces the rules outlined in policy
mechanism can include protocols humans should follow
« e.g., locking valuables in a safe



Example: Phone Security



Example: Phone Security
Policy: “work phone must never be physically handled
except by owner.”
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Example: Phone Security
Policy: “work phone must never be physically handled
except by owner.”
Mechanism: keep phone on person at all times
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Example: Phone Security
Policy: “work phone must never be physically handled
except by owner.”
Mechanism: keep phone on person at all times
Mechanism: keep phone on person or in a locked
compartment at all times
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Example: Phone Security
Policy: “work phone must never be physically handled
except by owner.”

Mechanism: keep phone on person at all times
Mechanism: keep phone on person or in a locked
compartment at all times
These have assumptions
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Example: Phone Security
Policy: “work phone must never be physically handled
except by owner.”

Mechanism: keep phone on person at all times
Mechanism: keep phone on person or in a locked
compartment at all times
These have assumptions
e.g., locked compartment can only be physically accessed
by the same owner.



14

Example: Phone Security
Policy: “work phone must never be physically handled
except by owner.”

Mechanism: keep phone on person at all times
Mechanism: keep phone on person or in a locked
compartment at all times
These have assumptions
e.g., locked compartment can only be physically accessed
by the same owner.

e.g., the integrity of the person’'s pockets cannot be
compromised
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Example: My bicycle
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Example: My bicycle
Policy: “only | may use my bike"



17

Example: My bicycle
Policy: “only | may use my bike"
Mechanism: | use a bike lock or store it in a locked space
when | don't use it
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Example: My bicycle
Policy: “only | may use my bike"
Mechanism: | use a bike lock or store it in a locked space
when | don't use it
Assumption: no one can use my bike while I'm using it or
when its locked
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Example: My produce shopping
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Example: My produce shopping
Policy: “no minors allowed in Cannabis store”
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Example: My produce shopping
Policy: “no minors allowed in Cannabis store”
Mechanism: inspection of government-issued 1D
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Example: My produce shopping
Policy: “no minors allowed in Cannabis store”
Mechanism: inspection of government-issued ID
Assumption: |Ds unforgeable, or forged IDs are easy to
detect
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Example: Bank Security
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Example: Bank Security
Policy: bank only gives information
about account to account owner
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Example: Bank Security
Policy: bank only gives information
about account to account owner
Mechanism: they text you a one-time code
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Example: Bank Security
Policy: bank only gives information
about account to account owner
Mechanism: they text you a one-time code
Assumption: you are only entity that can access that code
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Example: Bank Security
Policy: bank only gives information
about account to account owner
Mechanism: they text you a one-time code
Assumption: you are only entity that can access that code
Mechanism: they ask for your birthday when you call
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Example: Bank Security
Policy: bank only gives information
about account to account owner
Mechanism: they text you a one-time code
Assumption: you are only entity that can access that code
Mechanism: they ask for your birthday when you call
Assumption: only person who knows your birthday is you
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Example: Bank Security
Policy: bank only gives information
about account to account owner
Mechanism: they text you a one-time code

Assumption: you are only entity that can access that code

Mechanism: they ask for your birthday when you call
Assumption: only person who knows your birthday is you

(same with mother’s maidan name, or your grade two

teacher’'s name)
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Every security mechanism

a policy objective
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Every security mechanism a policy objective
| want you to think in the reverse way
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Every security mechanism a policy objective
| want you to think in the reverse way
you see a security mechanism and you infer a policy
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Every security mechanism a policy objective
| want you to think in the reverse way
you see a security mechanism and you infer a policy
and then you figure out an attack
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Attacks often result from the mechanism’s assumptions.



25

Attacks often result from the mechanism’s assumptions.
And you notice it when you start seeing everything
in terms of security mechanisms attempting to fulfill

security policies.
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system has states
policy defines which states are authorized (secure) and
unauthorized (insecure)
e.g., “lock the door when nobody's home" policy
« four states for two binary variables
policy is violated if the system moves into an unauthorized state
« e.g., someone other than you gets your bank info
the goal of a mechanism is to prevent the system from being able
to go from a secure state to an insecure state



locked unlocked

no one

someone



no one

someone

locked

locked door
no one home

locked door
someone home

unlocked

unlocked door
no one home

unlocked door
someone home
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locked unlocked

no one locked door unlocked door
no one home no one home

leave arrive leave arrive

someone locked door unlocked door

someone home someone home




locked unlocked

no one locked door unlocked door
no one home no one home
leave arrive leave arrive
unlock
someone locked door unlocked door
someone home someone home
lock




locked unlocked

no one locked door
no one home

leave arrive leave arrive
unlock
someone locked door unlocked door
someone home someone home
lock
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no one locked door
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locked door unlocked door
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lock
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deliberate action
« if successful causes a security violation

.

attack vector is sequence of steps to do this
attacks exploit vulnerabilities

« misconfigurations

« unsafe defaults

« design flaws
« implementation flaws

source of attack (threat agent) is called acdversary (theory) or
attacker (systems)

A4



« threat is any combination of circumstances and entities that
may harm assets through a security violation

« the mere existence of a threat agent and a vulnerability do not
imply an attack

« indifference, insufficient incentive, insufficient resources
« attacker has a goal and a budget

« goal: harness a resource, extract data, denying service, tampering with
data, causing mischief
« budget: time, money, abilities

A5
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Example: House Security Policy
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Example: House Security Policy
No one permitted inside unless accompanied by a resident.
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Example: House Security Policy
No one permitted inside unless accompanied by a resident.
Only residents may remove objects from the house.
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Example: House Security Policy
No one permitted inside unless accompanied by a resident.
Only residents may remove objects from the house.
What is a security violation, vulnerability, attacker, attack
vector, and threat?
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Example: Implementation Flaw
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Example: Implementation Flaw
Policy: gate may only be opened by someone inside the
courtyard.
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Example: Implementation Flaw
Policy: gate may only be opened by someone inside the
courtyard.
Mechanism is a lever on the courtyard side of door.
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Example: Implementation Flaw
Policy: gate may only be opened by someone inside the
courtyard.
Mechanism is a lever on the courtyard side of door.
Assumption is that lever can only be turned by someone
in courtyard.



security violations have costs

security countermeasures or protections have costs
risk assessment analyzes these factors to estimate risk

« quantitative risk assessment computes numerical estimates of risk
« qualitative risk assessment ranks or orders risks

« very low to very high for probability and cost
« e.g., establish priorities for vulnerabilities

« R=T-V-C

« risk is threat times existence of vulnerability times cost

R4
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Example: risk due to lava flows
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Example: risk due to lava flows
houses are vulnerable to lava flows
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Example: risk due to lava flows
houses are vulnerable to lava flows
cost of lava flows to an asset like house is large
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Example: risk due to lava flows
houses are vulnerable to lava flows
cost of lava flows to an asset like house is large
risk vanishes if no volcanoes nearby
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Example: risk due to lava flows
houses are vulnerable to lava flows
cost of lava flows to an asset like house is large
risk vanishes if no volcanoes nearby
R=0 if T=0 even when C is huge



« intelligent adaptive adversary

« can induce zero probability or low probability faults

= can do arbitrary behaviour

+ e.g., give values as input that would never normally be given
= computer systems are built on abstractions

« we forget these details when building systems
« attackers use these details

60



« an evolving field
« adversary evolves with defenses
e arms race
« computers also evolve faster than security

« features, patches, complexity
« vulnerabilities outscale lines of code
« backwards compatibility

61



« asymmetries
« defender must defend all fronts
« attacker needs only one weakness
« defenses are public, attacks are private
+ e.g., you see my locks, guards, and cameras
+ e.g., | don't see your plans and schemes
« attackers are nimble, defenders have sunk costs
= attackers have no rules, defenders have protocols
« attackers can do nothing, defenders offer services
« attackers are criminals, defenders follow laws

v



« minimal deterrence

« Internet hugely facilitates anonymity
« attacks of great scale at little cost
= attackers from anywhere on the planet

A3



« security has costs

= overhead, burden, time to deploy
« security is hard to measure

= was the investment worth it?

« what is the value of a lack of disaster?

= breach seen later, distance from attack and problems that allowed it
+ market economics

= those in position to allocate resources to security don't benefit the most
= security is a tax that we all pay everywhere

* e.g., store security raises costs

A4



bad design

= users bypass or undermine security that is inconvenient and without
obvious benefit
= security mechanisms that are hard to use properly
= “one click is one click too many”

= no formal training required
security gets in the way

= dancing pigs problem
« getting in the way is a cost

social engineering works
government obstacles

« desire to monitor communications results in hindering sound policies
like strong encryption by default

A5



Regulations
Regulations
46 (1) The Governor in Council may make regulations

(a) respecting any fees payable to electronic service providers for different types of assistance that they provide to persons
exercising an authority referred to in subsection 2(2);

(b) respecting record-keeping and reporting by electronic service providers;

(c) respecting the meaning of any term or expression for the purposes of this Act, including “authentication”, “encryption” and
“systemic vulnerability”;
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There is no checklist to follow for security
but there are
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Secure Design Principles



The Protection of Information in Computer
Systems

JEROME H. SALTZER, SENIOR MEMBER, IEEE, AND
MICHAEL D. SCHROEDER, MEMBER, IEEE



keep designs small and simple
= easier to analyze, test, and validate
minimize functionality

« disable unused functionality
« disable by default

this minimizes the attack surface
well-used code tends to be less fragile
= more code paths means less exercise per path

70



« use safe defaults settings
« they aren’t usually changed
= e.g., firewall block all ports by default
« e.g., encrypt by default, use HTTPS by default
« e.g., traffic lights blink red on failure
« e.g., doors unlock during fire alarm
« favour explicit permission (allow-lists) over explicit exclusion
(deny-lists)
« base access on permission rather than exclusion
= you may not think of all things to exclude

« legitimate users denied access will complain
« illegitimate users granted access won't

ral
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EMERGENCY EXIT

Push Until Alarm Sounds

Door Can Be Opened
In 15 Seconds




RouterPasswords..om

Welcome to the internets largest and most updated default router passwords database,

Select Router Manufacturer:

CIsco
Manufacturer Model Protocol
Cisco CACHE ENGINE CONSOLE
cisco CONFIGMAKER
cisco CNR Rev. ALL CNR GUI
cisco NETRANGER/SECURE IDS MULTI
Cisco BBSM Rev. 5.0 AND 5.1 TELNET OR NAMED PIPES
cisco BBSD MSDE CLIENT Rev. 5.0 AND 5.1 TELNET OR NAMED PIPES
cisco BBSM ADMINISTRATOR Rev. 5.0 AND 5.1 MULTI
Cisco NETRANGER/SECURE IDS Rev. 3.0(5)S17 MULTI
cisco BBSM MSDE ADMINISTRATOR Rev. 5.0 AND 5.1 IP AND NAMED PIPES
cisco CATALYST 4000/5000/6000 Rev. ALL SNMP

Username
admin
cmaker
admin
netrangr
bbsd-client
bbsd-client
Administrator
root

sa

(none)

Home | Ada Password | About

Password
diamond
cmaker
changeme
attack
changeme2
NULL
changeme
attack
(none)

public/private/secret



somper-representative
somber-representative
somber-representative

' somber-representative

somber-representative
somber-representative
somber-representative
somber-representative
somber-representative

- somber-representative

somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative

- somber-representative

ssnaLeosscl:
sshd[25832]:
sshd[25832]:
sshd[258321:
sshd[25846] :
sshd[25846]:
sshd[25846]:
sshd[25846] :
sshd[258501:
sshd[258501:
sshd[25850]:
sshd[258501 :
CRONL258531:
CRONL258531:
sshd[25926]:
sshd[259261:
sshd[259261:
sshd[25926]:
sshd[259341:
sshd[259341:
sshd[25934]:
sshd[25934]:

1NVal1a USET MUSIKDOT TFOM £US.199.199.160
input_userauth_request: invalid user musikbot [preauthl

Received disconnect from 203.195.159.186 port 51933:11: Bye Bye [preauthl

Disconnected from 203.195.159.186 port 51933 [preauthl

Invalid user train from 41.74.112.15

input_userauth_request: invalid user train [preauth]

Received disconnect from 41.74.112.15 port 39913:11: Bye Bye [preauthl

Disconnected from 41.74.112.15 port 39913 [preauthl

Invalid user zabbix from 35.240.18.171

input_userauth_request: invalid user zabbix [preauthl

Received disconnect from 35.240.18.171 port 32870:11: Normal Shutdoun, Thank you for playing [preauthl
Disconnected from 35.240.18.171 port 32870 [preauth]

pam_unix(cron:session) : session opened for user root by (uid=0)

pam_unix(cron:session) : session closed for user root

Invalid user nginx from 35.240.18.171

input_userauth_request: invalid user nginx [preauthl

Received disconnect from 35.240.18.171 port 53090:11: Normal Shutdoun. Thank you for playing [preauthl
Disconnected from 35.240.18.171 port 53090 [preauthl

User root not alloued because account is locked

input_userauth_request: invalid user root [preauthl

Received disconnect from 35.240.18.171 port 45094:11: Normal Shutdoun. Thank you for playing [preauthl
Disconnected from 35.240.18.171 port 45094 [preauthl



jreardon@honest-pelitician:™$ tracepath 39.106.183.168

17:

[I=R<cT N iy AN

tem=m =
B Wwh RS

)

[LOCALHOST] pmtu 1500
_gateway

_gateway

70.72.192.1
rc3no-bel29-1.cg.shawcable.net
rc3so-be23.cg.shawcable.net
xe—0-2-0-854-bdr01-cgr.teksavvy.com
aed.crl-cgyl.ipd.gtt.net
et-0-0-31l.crb-sjcl.ipd.gtt.net
219.158.39.101

219.158.116.233

219.158.113.118

219.158.113.109

219.158.8.241

atbl3.bta.net.cn

no reply

no reply

.318ms
.965ms
.988ms
.897ms
.602ms
.703ms
.467ms
.326ms
.406ms
.183ms
.587ms
.737ms
.697ms
.523ms

asymm
asymm
asymm
asymm
asymm
asymm

WWw AW~

[ =]

asymm
asymm 10
asymm 11
asymm 12
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.106.
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106
106
106
106
106
106
106
106
106
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.183
.183
.183
.183
.183
.183
.183
183.
.183
.183
.183
.183
.183
.183
.183
.183
.183
.183
.183
.183
.183
.183
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168
.168
168
.168
168
.168
168

168

.168
.168
.168
.168
.168
.168
.168
.168
.168
.168
.168
.168
.168
.168

R0

[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019
[23/Dec/2019

F92 Ma~ 90410

:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14
:14

-4

134
134
134
134
134
134
134
134
134
134
134
134
134
134
134
134
134
134
134
134
134
134

.04

148
:48
149
=49
:50
:50
:50
:51
:51
:52
:52
:52
:53
:53
:53
:54
:54
:55
:55
:55
:56
:56

K

—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001
—-07001
-07001

_A7aaT

"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET

vrCT

/phpmy/index.php?lang=en HTTP/1.1" 302 585
/phppma/index.php?lang=en HTTP/1.1" 302 58,
/myadmin/index.php?lang=en HTTP/1.1" 302 5!
/shopdb/index.php?lang=en HTTP/1.1" 302 58,
/MyAdmin/index.php?lang=en HTTP/1.1" 302 5
/program/index.php?lang=en HTTP/1.1" 302 bt
/PMA/index.php?lang=en HTTP/1.1" 302 581 "-
/dbadmin/index.php?lang=en HTTP/1.1" 302 bt
/pma‘index.php?lang=en HTTP/1.1" 302 581 "-
/db/index.php?lang=en HTTP/1.1" 302 579 "-
/admin/index.php?lang=en HTTP/1.1" 302 585
/mysql/index.php?lang=en HTTP/1.1" 302 585
/database/index.php?lang=en HTTP/1.1" 302 !
/db/phpmyadmin/index.php?lang=en HTTP/1.1"
/db/phpMyAdmin/index.php?lang=en HTTP/1.1"
/sqlmanager/index.php?lang=en HTTP/1.1" 30:
/mysglmanager/index.php?lang=en HTTP/1.1" !
/php—myadmin/index.php?lang=en HTTP/1.1" 3{
/phpmy-admin/index.php?lang=en HTTP/1.1" 3¢
/mysqladmin/index.php?lang=en HTTP/1.1" 30:
/mysgl-admin/index.php?lang=en HTTP/1.1" 3¢
Zadmin/phpmyadmin/index. php'?lang en HTTP/1

Fmdeto bl Mo ATt P2 A DT e uTTD 14



= every access to every asset must be checked for authority
« access right are validated every time

« authority may change
« access level may change
« attacker might have bypassed earlier validation code

78



inputs to programs are often supplied by untrusted users
« e.g., web applications and authentication dialogs
+ uesars can someitmes msistype as they intput
verify all received data conforms to expected or assumed
properties
= never assume anything about input data
« especially when it is spurious input from the Internet

sanitize inputs

canonicalize inputs

70
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Malicious users can craft special input to change how
programs behave



if (isset($_GETl "ip’
$ip = $_GETL"ip” I:
$output = shell_exec("ping —c 3 %ip”):
echo "{pre’>%output{/pre>”;



€ ¢ O osterclass.php
Ping an ip

IP to Ping: 8.8.8.8
Ping



L C ' osterclass.php?ip=8.8.8.8
Ping an ip

IP to Ping:
Ping

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=57 time=2.80 ms
64 bytes from 8.8.8.8: icmp seq=2 ttl=57 time=2.66 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=57 time=2.69 ms

--- 8.8.8.8 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 2.663/2.720/2.801/0.072 ms



€ Cc U osterclass.php?ip=8.8.8.8

Ping an ip

IP to Ping: |8.8.8.8&& head /etc/passwd
| Ping |

PING 8.8.8.8 (8.
64 bytes from 8.
64 bytes from 8.
64 bytes from 8.

.8) 56(84) bytes of data.

.8: icmp_seqg=1 ttl=57 time=2.80 ms
.8: icmp_seqg=2 ttl=57 time=2.66 ms
.8: icmp_seq=3 ttl=57 time=2.69 ms

--- 8.8.8.8 ping statistics ---
3 packets transmitted, 3 received, ©% packet loss, time 208@3ms
rtt min/avg/max/mdev = 2.663/2.720/2.801/0.872 ms



&« (6 _/masterc\ass.php?ip:8.8.8,8+%26%26+ head +%2Fetc%2Fpasswd
Ping an ip

IP to Ping:
Ping |

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=57 time=2.75 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=57 time=2.69 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=57 time=2.93 ms

--- 8.8.8.8 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 20@3ms
rtt min/avg/max/mdev = 2.694/2.796/2.937/0.111 ms
root:x:@:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
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Rank ID Name Score Rank
Change
[1] CWE-787 || Qut-of-bounds Write 65.93 +1
[2] CWE-79 |[Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) 46.84 -1
[3] CWE-125 |Qut-of-bounds Read 24.9 +1
[4] CWE-20 |Improper Input Validation 20.47 -1
[5] CWE-78 ||Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’) | 19.55 +5
[6] CWE-89 |Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’) 19.54 0
[7] CWE-416 |Use After Free 16.83 +1
[8] CWE-22 ||Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal’) 14.69 +4
[91 CWE-352 |Cross-Site Request Forgery (CSRF) 14.46 0
[10] CWE-434 |Unrestricted Upload of File with Dangerous Type 8.45 +5




username : jreardon

password: 1234567

submit

runs: select # from Users uwhere
user_id=" jreardon’ and

password="1234567" :



username : "OR 1 =1; /=

password: L At

submit

runs: select # from Users where
user_id='' OR 1 = 1; /#' and
password="#/——;



sci-tap.science.ucalgary.ca/web/taps/config/cpsc/acads/10397/170087userisadmin=FALSE
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« many web forms perform client-side mediation

« clicking “submit” triggers JavaScript code that validates data before
sending to server

« many websites keep client-side state
« data in hidden fields, cookies, URLs
« problems with this?

« user can disable JavaScript
« user can edit hidden form fields, cookies, URLs
= user can interact with server using, e.g., telnet

01









A user wishes to purchase a widget from an online store.

Server replies with a form asking for shipping and billing info
Form has the following hidden fields:

« <input type="hidden” name="productid” value="42" >

« <input type="hidden” name="“quantity” value="1">

« <input type="hidden” name="“unitprice” value="111.00" >

What happens if user changes “unitprice” to “0.00" before
submitting?
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« Client-side mediation is useful for friendlier user interfaces
« but it's useless for security purposes!
« Always, always, ALWAYS do security-relevant mediation at the
server!

« Values can be arbitrary
« never assume text fields only contain only valid ASCII
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« don't rely on secret design or attacker ignorance

« ‘“don't rely on security through obscurity”
« “the enemy knows the system”
« Kerckhoff's principle

« invite open review and analysis
« yet, leverage unpredictability if there is no disadvantage
= e.g., no gain to publish blueprints, or your vacation schedule
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et a le mettre en colonnes par séries de 26 ou 30 chiffres, comme
nous avons fait pour la dépéche de la page 168. Mais le plus grand
inconvénient que présente appareil, ¢’est qu’il demande un se-
cret absolu ; car une fois tombé entre les mains de 1'ennemi, il
suffit de quelques tatonnements sur les premieres lettres de la
dépéche pour retrouver le point initial.

Lorsque plusieurs dépéches, écrites avec la méme clef, ont été



somper-representative
somber-representative
somber-representative

' somber-representative

somber-representative
somber-representative
somber-representative
somber-representative
somber-representative

- somber-representative

somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative
somber-representative

- somber-representative

ssnaLeosscl:
sshd[25832]:
sshd[25832]:
sshd[258321:
sshd[25846] :
sshd[25846]:
sshd[25846]:
sshd[25846] :
sshd[258501:
sshd[258501:
sshd[25850]:
sshd[258501 :
CRONL258531:
CRONL258531:
sshd[25926]:
sshd[259261:
sshd[259261:
sshd[25926]:
sshd[259341:
sshd[259341:
sshd[25934]:
sshd[25934]:

1NVal1a USET MUSIKDOT TFOM £US.199.199.160
input_userauth_request: invalid user musikbot [preauthl

Received disconnect from 203.195.159.186 port 51933:11: Bye Bye [preauthl

Disconnected from 203.195.159.186 port 51933 [preauthl

Invalid user train from 41.74.112.15

input_userauth_request: invalid user train [preauth]

Received disconnect from 41.74.112.15 port 39913:11: Bye Bye [preauthl

Disconnected from 41.74.112.15 port 39913 [preauthl

Invalid user zabbix from 35.240.18.171

input_userauth_request: invalid user zabbix [preauthl

Received disconnect from 35.240.18.171 port 32870:11: Normal Shutdoun, Thank you for playing [preauthl
Disconnected from 35.240.18.171 port 32870 [preauth]

pam_unix(cron:session) : session opened for user root by (uid=0)

pam_unix(cron:session) : session closed for user root

Invalid user nginx from 35.240.18.171

input_userauth_request: invalid user nginx [preauthl

Received disconnect from 35.240.18.171 port 53090:11: Normal Shutdoun. Thank you for playing [preauthl
Disconnected from 35.240.18.171 port 53090 [preauthl

User root not alloued because account is locked

input_userauth_request: invalid user root [preauthl

Received disconnect from 35.240.18.171 port 45094:11: Normal Shutdoun. Thank you for playing [preauthl
Disconnected from 35.240.18.171 port 45094 [preauthl
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These attacks all stop when ssh is moved from port 22
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These attacks all stop when ssh is moved from port 22
But port 2222 is often also attacked
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DP5: Separation of privilege
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DP5: Separation of privilege
Where feasible, a protection mechanism that
requires 2 keys to unlock it is more robust and
flexible than one that allows access to the
presenter of only a single key.
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DP5: Separation of privilege
Where feasible, a protection mechanism that
requires 2 keys to unlock it is more robust and
flexible than one that allows access to the
presenter of only a single key.
Prevent unilateral action
by a subverted individual.
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allocate the fewest privileges needed for a task and for the
shortest duration necessary

e.g., use root to do something and then exit terminal

e.g., sudo and sudo session riding

e.g., don't give every app access to the microphone
“need-to-know basis”
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« Minimize the amount of mechanisms
« (i) common to more than one user and
« (ii) depended on by all users

« examples:

= shared variables
« shared storage

« shared mechanisms might provide unintended communication
paths or means of interference
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design mechanism and interfaces to behave as users expect
align design with mental model
« especially when errors are irreversible

beware of designs suited to trained experts or which require
training

“least surprise”
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The files should be named differently. But the other way to not overwrite is to uncheck the 'overwrite existing files' check box.

Add a document

Choose a file | | Cnoos File | Mo file chosen I

Orwverwrite existing files

oK Cancel



THE PERFECT WATER
DISPENSER TO SUIT ALL YOUR

NEEDS WITH A TOUCH OF A
BUTTON!

@ coowater

SPARKLING WATER

Q HOT WATER

TO DISPENSE HOT WATER:
OUCH AND RELEASE EITHER RED BUTTC(
THEN PRESS AND HOLD THE OPPOSIT
SIDE RED BUTTON WITHIN 3 SECONDS
















Import SSH Key
‘You may have already generated an SSH public/private key pair. If so, you can import them here, simply paste the keys into fields below.
Choose a name for this key (defaults to id_dsa):

Joel

Paste the private key into the following text box:

Passphrase

Paste the public key into the following text box:

sshrsa
AAAAB3NzaC1ycZEAAAADAQABAAABAQCf83bBgN+uuYilhzz)RmhhkpIPUGLCXfT3990EI02b5iacoxGovEsS
1Whmj4djzFgBmArmsicf7Q4pkjas/AdgjuNbkeuPUQumdrwuH3IOfIVQYL3FBPOSEACKSFEZQJMVSS3k4IA4FUS
SKYVYBE+10pB1gR5VpP|LjZIEI2ZV5m4gyP73+m4ZqsV)SGMQdwzcaK7iPlk2pkWkaTkKHgfmDFugqulUUfoTRKKW
edH|DsIXVRj+emayqwMx7Ub6GHCWVWGTFhpFzx7KtR2VCMENhxdFI 7weflnjA
/fm5V/eQOgDElumwysjAIWNy5drd86MCr/hSMrfLégraxoensQ1 jreardon@senatorchuckles

Note: You don't have to import both keys. It is perfectly acceptable to just import a public OR private key if that is all you need on the server.



« rely on established methods to accomplish security
= protocols, primitives, toolkits

« heavily scrutinized tools are less likely flawed
« “don’t roll your own crypto”

« reinventing the wheel is a great way to learn but not a great way
to do security
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« log system activities that can promote accountability
« e.g., when sudo is used by an authorized party
« e.g., when someone logs into a server
« e.g., when someone plugs in a USB stick
« e.g., when someone accesses a file
= e.g., or have decoy “honey” files that should never be accessed
« e.g., when certain files or special directories are modified

« this helps discover attacks, determine effect
« help build intrusion-detection tools
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« remove all traces of critical information
« don't store keys in RAM after done using
« don’t save decrypted data to storage medium
« securely delete files you do not want
« don’t log all interactions with a program

+ unless supporting EVIDENCE PRODUCTION
+ have a plan for sanitizing long term logs
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1309 - sept 13 (in day month?)

0319 (march 19)

0913 (sept 13D



Day of the Programmer

From Wikipedia, the free encyclopedia

The Day of the Programmer is an intemational professional day that s celebrated on the 256th (hexadecimal 100th, or the 28th) day of each year (September 13 during common years and on September 12 i leap years).

The number 256 (2°) was chosen because it is the number of distinct values that can be represented with a byte, a value well known to programmers. 256 is also the highest power of two that is less than 365, the number of days in a common year.
Contents (hide]

1 Official recognition

2 Chinese Programmer's Day
3 seealso

4 References

5 Sources.




» be reluctant to expend effort or allocate resources
« especially with unauthenticated external agents
« be reluctant to extend privileges or act on someone’s behalf

« place burden of proof of identity on those who initiate
communication

« e.g., the person who calls should not demand: “Who am | speaking
with?"
« e.g., if they are from the bank you should call the bank to reconnect
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build security in from the start

don't staple it on at a late stage
don't add security purposes to something not designed for it
« e.g., social insurance numbers

explicitly state design goals of security mechanisms
explicitly state what they are not designed to do
explicitly state assumptions, especially involving trust



« attacks and defenses have costs
« consequences of attacks have costs
« real world security balances these
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« use multiple layers, each backing up the other
« attackers must defeat independent layers
« design each to be comparably strong

« strengthen the weakest one first
« “attackers break the weakest link”

= assume attacker will bypass some or layer will fail
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« security is designed and defined relative to an adversary
« adversary wants to break security
« understanding the adversary gives better security design
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« an adversary model:
« identifies objectives
* e.g., target assets
« methods
« attacker techniques, types of attacks
« capabilities
« computing resources, skills, knowledge, opportunity
« funding level
« correlates with determination and persistence
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« a categorical schema classifies well-defined adversaries into
groups
« for example
« foreign intelligence
« terrorists
« politically motivated adversaries
« industrial espionage agents
= organized crime
« lesser criminals, e.g., “script kiddies"
= malicious insiders, e.g., disgruntled employees
« non-malicious employees, e.g., USB stick pluggers-in
= researchers, casual hackers, and bug bounty hunters
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« passive attack

« nothing is different as a result of attacker being present
« same data is exchanged, communication happens without interference
« attacker eavesdrops

« “man-in-the-middle” attack
= active attack

« attacker interferes with communication
= inserts data, removes data, modifies data, replays data
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« targeted attacks
« aimed at specific individuals or organizations

+ e.g., stuxnet
« log into CEO's account

= opportunistic attacks or generic attacks
« aimed at arbitrary victims

+ e.g., log into anyone's account
« bike locks are an example defence (won't work for targeted)
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« outsider attack
+ has no special access to target network
« insider attack

« party has some advantage over outsiders
« taking over one account may boost outsider to insider
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what attacks do you consider

what assets you need to defend

who is your adversary
bad threat models

« give false sense of security
« have invalid assumptions and misplaced trust
« focus on the wrong threats
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The modelled adversary is meant to characterize the
capabilities of the real attacker
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The modelled adversary is meant to characterize the
capabilities of the real attacker
This corresponds to the real-world scenario.
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The modelled adversary is meant to characterize the
capabilities of the real attacker
This corresponds to the real-world scenario.
The more accurate the model, the better suited any
security meant to thwart them.



« the adversary

« knows the system
« has keys to rooms and passwords to machines
« has friends who may be confused deputies

« frequently, systems defend well against external threats
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technique that insider can use

given some amount of privileges, exploit the system to gain more

e.g., master keys lock systems

social engineering is often characterized by privilege escalation.
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