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Abstract on the topic was called "How to Broadcast a Secret” in
This paper examineBroadcast Encryptionparticularly which Berkovits introduced the problem and proposed
its motivation, requirements and implementation. Furseveral solutions[4]. The scope and terminology of the
ther, this paper examines in depth the motivation and inproblem was established by Naor and Fiat in 1993[2].
plementation issues relevant Taaitor TracingandDig-  Since then, many papers have been published describ-
ital Rights ManagementA specific emphasis is placed ing various schemes and additional problems with respect
on the failure of current DRM schemes and examines thie specific areas of broadcast encryption suckligial
guestion of whether DRM systems could be feasibly imrights managemef8], key managemeri®] and traitor
plemented on user accessible systems. tracing[11]. Several schemes for implementing broad-

cast encryption have been proposed, sudbdmsed en-

Key words: Broadcast Encryption, Cryptography, Inter-cryntior{10], short key and transmission scheifi@scol-
net, Network Security lusion resistanc®], and theLayered Subset Difference
scheme proposed by Shamir and Halevy[6]. All of these
papers examine particular elements of broadcast encryp-
As research and production of digital technology adtion, each illuminating a particular part of the problem.
vances, this technology becomes ever more integratsid2

into our society. The advent of High Definition Televi- ~'~ The Paper o _
sion and dedicated Multimedia Centres is evidence of thENis paper will be primarily an overview of broadcast en-

extent to which this integration has progressed. AIongyption and the current state of its development. As such
with the technology for displaying digital content comedn€ Paper will begin with the general elements of broad-
the necessity of transporting that content to the end us&@St €ncryption and then move on to a specific recent im-
The process of getting content to the end user is furth&/émentationThe LSD Broadcast Encryption Schefije
complicated by the ease with which digital content can b 2ddition to the general topic of broadcast encryption,
eavesdropped and replicated without any loss of informdliS paper will examine in more detail the concepts of
tion. Broadcast encryption is a technology being devellr@itor Tracing andDigital Rights Managemer{g]. In
oped to address this problem. In essence, it is a meanspgfticular DVD copy protection and the failure 615S
which information can be delivered to multiple end user§!] Will be examined in the context of the question: Can
simultaneously while managing a mutable list of authot-her? eX|st_ true copy protection on user accessible elec-
rized users[2]. The intention is for this technology to enlronic mediums?

able content control by the transmitting party regardless.3 General Outline

of the medium, it is intended for use on CD/DVD physi- o aApstract

cal mediums as well as electronic mediums such as ded-

icated cable networks and the Internet[7]. All of these e Introduction

mediums have the common property that the data on the

medium can be accessed by unauthorized parties and in® Detailed description of broadcast transmissions
unauthorized ways, it is the goal of broadcast encryption
to establish control over this property[8].

1 Introduction

— Properties of senders

1.1 Literature — Properties of receivers

Broadcast encryption is still very much an open problem o Requirements for broadcast encryption
and is seeing a large number of papers currently pub-

lished on the topic. One of the first papers to appear — Motivation for Broadcast Encryption



— Key Management concepts
The LSD Broadcast Encryption Scheme

— Stateless Receivers
— Subset Difference Scheme
— Layered Subset Difference Scheme

Traitor Tracing Techniques

— Motivation for Traitor Tracing
— Collusion detection

DRM and DVD Copy Protection

— Motivation for DRM

— General DRM Concepts

— Breaking CSS DVD Copy Protection
— CPPM DVD Copy Protection

— Bottom Line DRM issues

Conclusion

Bibliography

2 Time Line
This research paper will be completed by the assigne[d

deadline of April 15, 2005. 10

3 Conclusion
Broadcast encryption is an emerging area of technology

that touches the heart of many current social issues. As

such, the technology is quickly growing in two directions,

one direction to enhance security and the other to defeat
it. This pattern ensures that both streams of technology1]

must competitively attempt to outpace each other, and
as such presents interesting and difficult academic chal-
lenges.
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