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@ Introduction and Motivation

CALGARY

= Desire-to-Learn (D2L) is the official Learning Management
System (LMS) at the University of Calgary (since Spring 2014)

= Many faculty and students use D2L for their courses

= Context/Motivation:
— Many universities use LMS (e.g., BlackBoard, D2L, Canvas, Moodle)
— Few studies characterizing LMS usage and/or performance
— Anecdotal reports suggest that D2L at U of Cis “slow”

— Network traffic measurement research provides a means to
analyze, characterize, and understand D2L usage at U of C



............ Research Overview
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= Network traffic measurement study of D2L usage (2015-2016)
= Combination of active and passive measurement approaches

= Research Questions:
— How does D2L work?
— How is D2L being used at the University of Calgary?
— How can we improve the performance of D2L?



............ Results Preview
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= Complex configuration of D2L setup at U of Calgary

"= Long network RTT to access remotely hosted D2L content

= Suboptimal configuration of TCP for D2L Web servers



............ Data Collection Methodology

CRCGARY
Data collection from Jan. 1, 2016 — April 30, 2016 (Winter 2016)
— Microscopic analysis was performed for this period
= Data collection from Jan. 1, 2015 — December 31, 2016
— Longitudinal analysis was performed for this period

= Data was processed and stored in Bro logs

— Records connection summaries for all TCP and UDP traffic
= Connection logs provide inbound/outbound traffic information
= HTTP logs provide user agent information for Web browsing
= SSL logs provide server information and encryption details

= Active and passive measurement tools were used in this research
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1. Connection Logs

1 1467330654, 659900 (KXf904AL6J22n1623 136,159,16.20 53464 /]99.30.181.42‘\
RSTR T f 0 ShADadr 54 25307 144 103540 | (enpty)

1 1467330654, 860155 Cow9FmAI99LAIgBGAN 136,159,16,20 53486 | 199.30,161,42
RSTR T f 0 ShADadr 23 10622 45 25999 | (empty

1 1467330654, 860159 (pIXHC\7§TGg92221 136,159,16.20 53485 | 199,30,161.42
RSTR T f 0 ShADadr 30 12261 65 38600 [(empty)

1 1467330654, 660166 (Pebqu3rTeukkE10el 136,159,16,20 53487 | 199,30.161,42

RSTR T f ] ShADadr 55 20589 229 236665 [empty

1 1467330654, 660185 (dsAqTGDbQL21ruPa 136,159.16.20 53468 | 199.30,161.42

RSTR T f ] ShADadr 78 17347 335 386720 [empty

1 1467330654, 866400 (XDLX030KpQoXnmv1d 136,159,16,20 53489 | 199.30,161.42
RSTR T f 0 ShADadr 24 9607 45 26798 | (empty)

1 1467330697,557215 (Pgd5Kk19rfUQOPT1b9 136,159,16,20 53500 | 199,30.161.42
T F ] ShADdaF 13 PETL Y 20 |(enpty)

1 1467330697, 557434 (f5cxa3qDFTjMHqvi5 136,159,16.20 53501 | 199,30,161.42
i) f ] ShADdaFf 13 288 11 122 |(enpty)

1 1467330697,557690 (RXjUzd2MLoZ3TpwB1 136,159,16,20 53502 | 199,30.161.42
T F 0 ShAFaf 4 m 3 128 (enpty)

1 1467330697,557693 (nfsCzd9yUIHzkbw 136,159,16,20 53503 | 199.30.161.42
T f ] ShAFaf 4 m 3 128 (ennty)

1 1467330697, 594944
{d21forgtools/style/colour.css
7.36 (KHTML, like Gecko) Chrome/51.0.2704,103 Safari/537.36 [ [

(PgdSk19rfUQOP7ib9 136.159.16.20

1 1467330697, 595288
/images/ucalgary-109o. png
7.36 (KHTML, like Gecko) Chrome/51.0.2704.163 Safari/537.36 [ ]

CISO@OFTIMHGY}S  136.159,16.20 53501

1 1467330697.637188 53501

/images/body-bg.png

CFoexadgDFTiMHovis  136.159.16.20

THL, like Gecko) Chrome/51.0,2704.103 Safari/537.36 0 0 302| Found - - (empty) - -

1 1467330697.637257 (PgdSk19rfUQOP7ib9 136,159.16,20 53300 | 199.30.181.42) 8@ GET  d2l.ucalgary.ca
/inages/bg.jpg  http://elearn.ucalgary.ca/desire2learn/log-out/ Mozilla/s.0 (ﬁinﬂﬁws'NT‘ﬁT3f Winbd; x64) AppleWebKit/537.36 (KHTHL, lik
e Gecko) Chrome/51,0.2704,103 Safari/537.36 [ 0 302 Found - - - (empty) - - -
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1 1467330654, 897494
66O SHA3BA  secp2s6r

L=Salford, ST=Greater Manchester, (=GB
1 1467330634.897633
6.GCM_SHA3B4  secp2srl

L=Salford, ST=Greater Manchester, (=GB
1 1467330634.897757
6.GCM_SHA3B4  secp2srl

L=Salford, ST=Greater Manchester, (=GB
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6.GCM_SHA3B4  secp2srl

L=Salford, ST=Greater Manchester, (=GB
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6.GCM_SHA3B4  secp2srl
L=Salford, ST=Greater Manchester, (=GB
1 1467330634.897912
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L=Salford, ST=Greater Manchester, (=GB

3. HTTP Logs

(KXf904AL6I22nT623
d21.ucalgary.ca F
0U=COM0D0 SSL, 0U=Issued through University of Calgary E-PKI Manager,0U=Domain Cgntrol Validate

ColI¥cl7§T6g92z21
d21.ucalgary.ca F
0U=COM0D0 SSL, 0U=Issued through University of Calgary E-PKI Manager,0U=Domain Cgntrol Validate

(PebqU3rIeuhkE1del
d21.ucalgary.ca F
0U=COM0D0 SSL, 0U=Issued through University of Calgary E-PKI Manager,0U=Domain Cgntrol Validate

(XDLXe38KpQoXnnv1d
d21.ucalgary.ca F
0U=COM0D0 SSL, 0U=Issued through University of Calgary E-PKI Manager,0U=Domain Cgntrol Validate

(dsAqT60bQ1ziruPa
d21.ucalgary.ca F
0U=COM0D0 SSL, 0U=Issued through University of Calgary E-PKI Manager,0U=Domain Cgntrol Validate

(bwdFmd 99LA gBodn
d21.ucalgary.ca F
0U=COMOD0 SSL, 0U=Issued through University of Calgary E-PKI Manager,0U=Domain Control Validated

2. SSL Logs

136.159.16.20 53484 199.30.181.42
FurhwQxo2IRBS 3103, FpjEY3upLO3XIPReY, FGTZ

—

-tk
136.159,16.20 53485 (199.30.181.42
FC]VHN3sXBlaKYLG3, FA1083alYDZs JbpD2, FTCA

-tk

136.159.16.2¢ 53487 {199.30.181.42

Examples of Bro Log Records for D2L Traffic Analysis

43 TLSVID TLS_ECOHE RSA WITH AES_25
Q25KGKOGTIM7h  (empty) CN=d2l.ucalgary.ca,
(N=COMODO SSL CA, 0=COMADO CA Linited

43 TLSVID TLS_ECOHE RSA WITH AES_25
a1kDgFOY2YURT  (empty) CN=d2L.ucalgary.ca,
(N=COMODO SSL CA, 0=COMADO CA Linited

43 TLSVID TLS_ECDHE RSA WITH AES 25

FnxAGLLevOEUXwXa0h, FOWVsW20yvZTHRAJig, FFODSSAVBUSUSV2SE (empty) (N=d2l.ucalgary.ca,

-tk

136.159.16.2¢ 53489 {199.30.181.42

(N=COMODO SSL CA, 0=C0MOD0 CA Linited

43 TLSVID TLS_ECDHE RSA WITH AES 25

FuHys4J0xVWHLATAD, Fugog [T TRALATNrd, FOAWC226 LGMOPKGTT7  (empty) (N=d2L.ucalgary.ca,

- ok
136.159,16.20 53488 (199.30.181.42
F FHh 3466261 Jddge, FOJOQHDFiy FroavF, FE2z

-tk
136.159.16.20 53486

99.30.181.42

(N=COMODO SSL CA, 0=COMADO CA Linited
43 TLSVID TLS_ECOHE RSA WITH AES_25
X3FXchiDarP3 (empty) CN=d2l.ucalgary.ca,
(N=COMODO SSL CA, 0=COMADO CA Linited

43 TLSVID TLS_ECDHE RSA WITH AES 25

FG18962UyCaTHKdsOh, FAnlowMCPHICTZcAg, F2bJs22fEZCHOOCULL (empty) (N=d2l.ucalgary.ca,

(N=COMODO SSL CA, 0=C0MODO CA Linited

-tk

All D2L data

extracted using bash

and Python scripts




@ High-Level Characterization of D2L Usage Patterns
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2016-03-04

* This graph shows the number of
requests made to D2L per hour
over a one-day (24 hour) period

* Traffic pattern is diurnal

* Peak HTTPS traffic is 30x larger
than that of HTTP traffic

Normal
Weekday

Number of Requests

|

0000000 Typical D2L HTTPS Traffic for the month of February 2016 * This graph shows daily totals for
°°°°°° f ’ D2L requests for one month

g ’ * Monday is the busiest day of

g °°°°°° f Reading Week ’ the week for D2L traffic volume

g 1 ’ * Request volume tends to

2 200000 ’ decrease throughout the week
°°°°°° * 1 m ’ * Holidays have lower D2L traffic

0 = o
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D2L Configuration at U of Calgary
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............ Results Summary
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= Complex configuration of D2L setup at U of Calgary
— Excessive HTTP redirection for session login and logout

= Long network RTT to remotely hosted D2L content
— Approximately 40 ms RTT to reach Kitchener, Ontario
— No local CDN node at U of C; closest node is in Toronto

= Suboptimal configuration of TCP for D2L Web servers
— Uploads and downloads are window-limited (64 KB per RTT)
— D2L Web server seems very slow (IS v7.5 on Windows 2000 R2)
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© Conclusions
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Network traffic measurement can provide a better understanding of
the usage of modern LMS services like D2L

D2L at the U of C has a rather complex delivery infrastructure, and
several idiosyncracies that affect its user-perceived performance

Long network latencies make remotely hosted content painful!

Proposed solutions:
— Having a local CDN node could improve D2L performance

— Improving TCP configuration (version and/or socket buffer sizes)
could improve throughput for D2L users
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= Email: carey@cpsc.ucalgary.ca
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Questions?

For More Information
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