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Abstract. In 1976 Diffie and Hellman first introduced their well-known key-
exchange protocol which is based on exponentiation in the multiplicative group
GF(p)* of integers relatively prime to a large prime p (see [8]). Since then, this
scheme has been extended to numerous other finite groups. Recently, Buchmann
and Williams [2] introduced a version of the Diffie-Hellman protocol which uses
the infrastructure of a real quadratic field. Theirs is the first such system not to
require an underlying group structure, but rather a structure which is “almost” like
that of a group. We give here a more detailed description of this scheme as well as
state the required algorithms and considerations for their implementation.
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1. Introduction

The idea underlying the Diffie-Hellman key-exchange protocol [8] and all its
extensions (see [17], [16], [20], [14], [ 1], and others) is as follows. Two communica-
tion partners Alice and Bob agree on a large finite multiplicative group G and an
element g € G (G and g can be made pubilic). Alice secretly selects some positive
integer a < |G}, computes x = g° and transmits x to Bob. Similariy, Bob secretly
chooses a positive integer b < |G| and sends y = g° to Alice. Alice computes k =
y® = g" and Bob computes k = x® = g°. Then k can be used as the common key.
A cryptanalyst tapping the communication line knows G, g, x, and y, and attempts
to find k. One way to achieve this is to find a = log, x or b = log, y, ie., to solve
the discrete logarithm problem (DLP) in G. Hence G should be chosen such that
DLP in G is hard.
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172 R. Scheidler, J. A. Buchmann, and H. C. Williams

In [2] Buchmann and Williams sketched the first Diffie~Hellman protocol which
does not require a group structure. Their scheme is instead based on the infra-
structure of a real quadratic field. This approach not only introduces a new crypto-
graphic idea, but is also quite unexpected in that it extends the scheme beyond the
use of multiplication in a group—a concept which seemed essential to any Diffie—-
Hellman-like protocol—and employs, more generally, arithmetic in a set which is
not a group. The fastest-known algorithm for solving the DLP corresponding to
this scheme is subexponential if we assume certain Extended Riemann Hypotheses.

Unfortunately, there is a price to pay for this new idea. The key-generation
algorithm is more complicated and computationally more involved than that of the
standard Diffie-Hellman protocol. Furthermore, the scheme requires more band-
width and an additional round of communication, although in the second round,
the two partners transmit at most one bit each. Thus the system, while employing
an interesting mathematical concept, seems to loose some of its practicality.

In this paper we give a more detailed description of the protocol [2]. Section 2
presents the underlying mathematical concepts and how they are used in the scheme.
In Sections 3 and 4 we give the required algorithms, analyse their complexity, and
consider implementation issues and error bounds. Section 5 shows how the two
communication partners can agree on a unique key. The overall protocol is
presented in Section 6. The paper concludes with a discussion of the scheme’s
security in Section 7 and some numerical examples and aspects of optimization in
Section 8.

2. Real Quadratic Fields

2.1. Reduced Ideals

For a more detailed introduction to this material we refer the reader to [7] or [9]
and [22]. Let D be a positive squarefree integer. K = Q + Q\/B is the real quadratic

number field generated by \/l—) over the rationals Q. Let

_ftif D=23 (mod4),
°=)2 if D=1 (mod4),

andleto=(@c~1+ \/B)/a € K. It can be shown that O = Z @ Zw is the maximal
real quadratic order in K, where Z denotes the set of rational integers.

Foranya = x + y\/ﬁ e K (x, y € Q), denote by a = x — y. /D its algebraic con-
jugate. The norm of « is defined as N(a) = a’ = x> — y2D.

A unit in K is a divisor (in Q) of 1, or, equivalently, an element in O of norm 1. A
unique unit # > 1 in K exists such that every unit in K can be written as +#" for
some n € Z. n is called the fundamental unit of K. Denote by R = log 7 the regulator
of K.

A subset a of O is called an (integral) ideal in O if both a + a and O - a are subsets
of a. It can be shown that every ideal a has a representation

a=[a,b+cw]=2Za@Zb + cw),
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where a,b,c€ Z,a, b > 0, ¢|b, and c|a. The integers ¢ and a are unique and a is the
least positive rational integer in a, denoted by L(a). We also have ac|N(b + cw).

A principal ideal a of O is an ideal of the form a = 2O where o € O. We say that
o generates the ideal a and write a = (a). Denote by P the set of principal ideals in
O. Clearly, P is a semigroup under multiplication, if we define the product of two
principal ideals (), (8) to be {«f).

We define a pair of ideals a, b in O to be equivalent (written a ~ b) if y € K — {0}
exists such that a = yb, or, equivalently, if «, § € O — {0} exist such that aa = Sb.
It is easy to see that ~ is in fact a proper equivalence relation. Furthermore, P is
exactly the equivalence class of the unit ideal O = (1) under ~.

If a is any ideal, then we call a number u ea a minimum in a if g > 0 and no
a € a — {0} exists such that |a| < g and || < ||. Clearly, 1 is a minimum in O. It
can be shown that the set {log x|u is a minimum in O} is discrete in the real numbers
R. Furthermore, there is an iterative procedure which enables us to generate a
sequence of minima in O such that 1 = pu; <y, < u; < - - (details of this method
are given in Section 3). Then we have ., = n for some le Z_, and in fact y;,,,, =
wn™ for all je Z,, me Z such that j + ml > 1. If D is chosen appropriately (see
Section 7.2), then | might be as large as O(\/B log log D).

An ideal a = [L(a), b + cw] is said to be primitive if ¢ = 1. We define a to be
reduced if a is primitive and L(a) is a minimum in a. Clearly, O = [1, w] is reduced.
Denote by R the set of all reduced principal ideals in O. It can be shown thatr e R
if and only if r is generated by a minimum in O, ie,r =r; = (y4;) for some je Z,.
Thus the ordered sequence (y;);. z, of minima in O gives rise to an ordered sequence
r, = (1), ry, ry, ... of reduced principal ideals Since pj,.; = u;n™, it follows that
Fiom = T;forall je Z,, me Z such that j + ml > 1. Hence the sequence (r;);. z, is
purely periodic with period length /, and the set ‘R is finite and of cardinality L If
weset M = {u; =1, 4y, ..., 4}, L.e., M consists of all the minima x4 € O such that
1 <p<n, thenwecanwrite R = {r; = (u)lg; e M} = {r, = (1), r,,...,1,}.

2.2. Distances

With each reduced ideal r; = (;) where y; is a minimum in O, we can associate a
distance

6; = log ;.

Then §; is a strictly monotonically increasing function, i, §;,; > §;. Furthermore,
we can define the distance! between a reduced ideal r; and a real number x as

o(rj, x) = 6; — x.

For each x € Ry, there is a unique j € Z, such that §; < x < ;,;. If r; = (u;) where
d; = log y;, then we call r; the ideal closest to the left of x and denote it by r_(x).
Similarly, if r;,; = (y;4,) where §;,; = log y;,,, thenr;,; = r.(x) is the ideal closest
to the right of x.

We are now ready to present the idea for our protocol.

! This definition differs from the one given in [2] only in its sign.
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2.3. Qutline of the Protocol

Our goal is to establish a protocol similar to the one developed by Diffie and
Hellman [8]. However, as the underlying set we use R, the set of reduced principal
ideals in K. The idea is as follows.

Two communication partners Alice and Bob publicly agree on a real quadratic
field K with large D. Alice secretly chooses a positive integer a and computes a
reduced ideal a € {r_(a), r,(a)} and an approximation S(a, a) to its distance d(a, )
from a. She sends both the ideal and its approximate distance from a to Bob.
Similarly, Bob secretly chooses beZ, and determines a reduced ideal be
{r_(b), r.(b)} and an approximation (b, b).of 5(b, b). He transmits both b and (b, b)
to Alice. From b, 8(b, b), and a, Alice computes a reduced ideal k, € {r_(ab), r. (ab)}.
Likewise, Bob determines from a, &(a, a), and b a reduced ideal k, € {r_(ab), r,(ab)}.
Since our distances are irrational numbers and the two communication partners
might use different rational approximations in their respective computations, k,
and kg need not be the same ideal. Furthermore, Alice and Bob do not know whether
they computed the same ideal, i.e., whether k, = ks. However, the exchange of
at most two more bits of information will enable them to agree on a common key
ideal k.

This scheme introduces two problems:

1. Givenanumber a,how to find an ideal a € {r_(a), r.(a)}. More generally, given
a real number a, an ideal be {r_(b), r.(b)}, and 8(b, b), how to find
k, € {r_(ab), r.(ab)}.

2. How do the communication partners detect whether or not k, = kg and, in
case k, # kg, how do they agree on a common key ideal k?

In order to solve problem 1, we need to be able to do arithmetic in R. The required
algorithms are introduced in the following two sections. The ambiguity problem of
the key ideal is solved in Section 5.

3. Arithmetic in R

3.1. Ideals and Continued Fractions

We introduce a basis representation for ideals which allows us to perform integer
arithmetic on primitive principal ideals. Let a = [a, b + w] be a primitive principal
ideal. If we set Q = ao, P = bs + o — 1, then a can be written as

[QP+J_] 22 (-BZP+\/_

where P, Q € Z, ¢|Q, and ¢Q|D — P? (recall that ¢ = 1 or 2). So every primitive
ideal can be associated with a pair (P, Q) of rational integer coefficients. For the
unit ideal O, wehave P=0—-1,Q = 0.

Let
- l:g’ fi@] cP
g (42
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be a primitive ideal. If weset Qg = Q, Py = P, 0o = (P, + \/I—))/Qo, and expand ¢,
into a continued fraction as described in Algorithm 1(a) below, then we obtain a
sequence of primitive principal ideals a,, a5, ..., where

a =[gf_1,£'_1_+_‘_/__5] (jeZ,)
o o

i

For each j > 2, we call a;,, the right neighbour and a;_, the left neighbour of a;. If
a, = aisreduced, thena, =r, forsome ke Z,, a; = r,,;_; is reduced forall j > 1,
and the sequence (a;), c;; will generate all the ideals in R. In this case we can
compute reduced principal ideals by starting at any r; (i > k) and generating r,,,
Tit3s ..., OF ¥;q, Fi_3, ..., Iy (for the latter sequence, we require i > k + 1). In the
case where a, is not reduced, this method will yield a reduced ideal after O(log D)
iterations. Hence, the continued fraction algorithm allows us to step through R in
either direction and quickly find, for any primitive principal ideal, an equivalent
reduced one. The algorithm is given in [22] and operates as follows. Letd = L\/B_[.

Algorithm 1 (Continued Fraction Algorithm).

(@) Input: Any primitive ideal

a=[—Q— ”J_\/_B]ep.

k4
o o
Output: A sequence of primitive ideals a,, a,, ... in P, where

J=thj—1’Pj~1 :\/E] (]EZ+)

a;
[

Algorithm: Set
PO =P, QO = Q,

P_.+ /D D—-P*
41j—1=|\—i—1———£4', PJ":qj—IQj—l—'Pj—h Qj=_——]— J=12,...).
Qi1 Qi

Set

a = [Qj—l By + \/le
j = - '

g

Then a;,, = Y/a; where §; = (/D — P)/Q;-, (j& Z,).
(b) Input: Any
) . D
r;e R, n=[Q;l,P‘ 1:f] (ieZ,)

Output: The sequence of ideals r; ,, r;_5, ..., r; = O, where

N = [Qf‘l, B : ‘/B:l 1<j<i)

o
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Algorithm:
D— P2 P, +d ., .
Q= ) AE q,-={ ’+b J P=g;0;— Py, (j=i-2,i—1,...,1)
j+1 J
Set
po| Qi Bt J/D ‘
J d’ c
Then r; = ¢jr;,, where
1 P+./D
g=--= (I1<j<i)
! ‘//j QJ
Theorem 3.1.
(a) Let

_[er+ ﬁ]

NELEN:
be a primitive principal ideal and let a,, a,, ... be the sequence computed by
Algorithm 1(a). If 0 < Q, < /D, then, forallje Z.:

(1) a,eR;if ke Z, issuchthata, =r,, thena; =r.,;_,.
(i) ;= 1,0< P <. /D0 <Q;<2./D.
(i) —1 < 1/y; = (P, — /D)/Q; < 0.
(iv) q; = (P + d)/Q;), so the expressions for q; in Algorithms 1(a) and (b)
are equivalent.

(b) Let v, = [Q;_,/0,(P,_y + /D)/o] € R (ie Z>?) and let v,_y, r,_,, ... be the
sequence computed by Algorithm 1(b). If 0 < Q;-, < \/l_) then, for all 1 <
j<i-—1L

(1) r;€ R, §; = §;,; + loglgj| = 5, — loglyjl.
(i) gjo, = 1,0< P_, < /D, 6 <Q;_, <2./D.
(i) —1 < ¢f_y = (B, —/D)/Q;1 <O.

Proof. For part (a) see [22]. The second part follows analogously. O

The next lemma indicates how far we advance in distance in one step and in two
consecutive steps of Algorithm 1(a).

Lemma 3.2. Let a; be as in Theorem 3.1. Then, forallje Z,:

(@ q;<¥jul<g;+ 1.
(b) Y1y > 2.
(©) 1+ 1//A < |¥)] < /A, where A = (4/5*)D is the discriminant of K.

By the Gauss—Kuz'min law of almost all continued fractions (see, for example,
p- 92f. of [11]), a partial quotient g occurs with probability log,(1 + 1/((g + 1)* — 1)).
Hence, we expect g, to be small in most cases, for example, ¢; = 1in 41.5%, q; < 10
in 87.4%, of all cases.
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Let a, be a primitive principal ideal and let a,, (m e Z.) be generated from a,
using Algorithm 1(a). Then a,, = 0,,a, where 6, = 1, 6, = [ [7='¢;. It follows that,
for any ﬁxed ieZ, andj > i, wehave a; = (0;/6))a;. If we set {,, = 1/6,,,1e.,{, = |,
{m=[1rt @ (m = 1), then, for 1 < j < i, we have a; = ({}/{))a,.

In the special case where a, =r, = (1), i.e, a,, =r,, we have (6,)=a, =1, =
(tm), and in fact g, = |6,|. The following lemma summarizes some properties and
gives a simple recurrence relation for 6, {;.

Lemma 3.3. Forallm>1:

(@) Otz = —Gmbus1 + Oy Lms2 = Qulms1 + e
(B) 1Opsr| > 16, = 1, |Cm+1| <|{nl <L
(c) sgn(@,) = (= 1", sgn({,) = (=)™,

Proof. We have 0,., =y, V.0, An easy calculation shows ¥, ., ¥, =
—q.¥. + 1, whence follows the recurrence relation for 0,,.,. Similarly, we show
Pmi1Pm = 4u®m + 1, which yields the recurrence relation for {,,.,. Now [8,,,| =
|1 16, and, by Theorem 3.1(a)(iii), we have 1 > 1/|y. ), hence |6,,.,] > 16,|. We
show sgn(¢,) = (—1)"! by induction on m. We have #; =1>0, 6, =) =
—(P, + ﬁ)/Qo < 0 by Theorem 3.1, and for m > 0, using the induction hypothesis
for m+1 and m, 6,2 = —qu(—=1)"10s] + (=)™ 00l = (= 1)™(Gm|Opss| +
|6,,])- The rest of the lemma follows from the identity {,, = 1/6,,. 0O

In order to find, for any x € R, a reduced ideal r, € {r_(x), r.(x)}, we could use
Algorithm 1(a), starting at r; = (1), to generate a sequence of reduced ideals r,, r;,
.. with distances d, = log|#,],3; = log|83/,..., until we obtainr; such that §, < x <
dy+1- However, since || < 2\/5 for I = 1 by Lemma 3.2(c), each step advances us
O(log D) in distance, hence this will require exponential computation time if x is
polynomialin D. We need to move through ‘R at a much more rapid pace. To achieve
this, we make use of Shanks’s infrastructure idea [19].

3.2. Multiply & Reduce

We impose an operation * (“Multiply & Reduce”) in R as follows. If r;, r; are reduced
ideals with respective distances §;, J;, then r;*r; is a reduced ideal r,, such that
On = ; + 9;, i, m =i+ j Now if we want to ﬁnd a reduced ideal r, such that
§<x< 5,+1 , Where x is polynomial in D, we start with a reduced ideal r; with small
d; = O(log D). r;can be obtained using Algorithm 1(a) onr, = (1). We then compute
T; = r;* 1% * 1, where the number of terms is n = x/6;. Then §; = nd; ~ x, and it
can be shown that a few applications of Algorithm 1, starting at r;, will yield r,. If
we adopt a standard exponentiation technique as described, for example, on p. 442
of [12], we can compute r; using O(log n) = O(log D) applications of *, hence this
method is much faster than the single-step method, provided the operation * of two
ideals can be done in time O(log D) and the computation of r, from r; requires at
most O(log D) iterations of Algorithm 1.
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In order to define * formally, consider ideal multiplication as given in Section 2.1.
Let r;, r;e R. If we set ¢ = r;r;, then ¢ = (y) where log y = §; + J;, hence, ¢ would
give us exactly our required distance. Unfortunately, ¢ need not be reduced. How-
ever, by using the reduction technique described in [22], we can compute a fixed
reduced ideal r,, which we define to be r;*r; such that 6, = §; + §; + ¢ where
le] = O(log D), so |e] is usually very small relative to §;, 6;. r,, can be generated as
follows. If we set a, = ¢ and apply the continued fraction algorithm as given in
Algorithm 1(a) to the product ideal ¢ = a, O(log D) times, then we obtain an ideal
a, which is reduced, i.e., a, = r,, for some m € Z . Since ideal multiplication requires
time O(log D), r; *1; can in fact be computed in time O(log D). The algorithms for
ideal multiplication and reduction are given below.

Algorithm 2 (Ideal Multiplication).

Input:
= [_Q_-_l ﬁﬂ@], P = [QJ'I,PJ"‘ + ‘/B] eR  (,jeZ,).
o o o o
Output: ¢ € P primitive, U € Z, such that r;r; = (U)c.
Algorithm:
1. Solve
2. Solve
P

_ P._ P_ I
'_1;___1_3(24- Yy2=U=ng("l—‘l—‘;——l, Y) for x3,y2,UeZ

3. Set Q = Qi_le_l/O'Uz.
4. Set

D— P~ _
X = yox,(Py —Pi—x)‘f'xz__Q._L_l (mOdQZJ1>'
-1

5. Set P = P_, + (XQ,_,/aU)(mod Q). (If U = Y, then set x, = 0, y, = 1.)

6. Set
0 P+ﬁ]
o o |

This algorithm, which is basically Shanks’ modification to Gauss’ composition
algorithm for quadratic forms, is mentioned in [21]. The factor U is extracted to
ensure that the product ideal ¢ is primitive.

Theorem 3.4. If r, r;are such that 0 < Q,_,, 0,4 < Zﬁ, 1 < (P, — \/l_))/
Qiz1s (Pey — \/B)/Q,-_l < 0, then Algorithm 2 performs O(log D) arithmetic opera-
tions on numbers requiring O(log D) bits of storage.
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Proof. Q;_,Q;-y, Py, Py = O(\/B), hence all numbers throughout the algo-
rithm are bounded by O(D). Our algorithm performs a fixed number of arithmetic
operations plus two applications of the Extended Euclidean Algorithm (EEA) to
solve the diophantine equations. The number of arithmetic operations performed
by the EEA is logarithmic in its iargest input number. d

Algorithm 3 (Reduction).
Input: a, € P where

1 D
a,=c=orr= [9, P_:J_‘]
g o
is computed by Algorithm 2.
Output:
G._,— B, _ D
a, =0, eR, 0 =(—1p1 K2 "% 2\/'

Y
such that B, _,, Gy_, € Z,oand k > 2.

Algorithm:

1. SetQy=Q,Po=P,B_,=1,B_, =0.
2. Repeat, starting at j = 1:
Compute g;_,, @}, P; as in Algorithm 1(a).
Set B;_; = g, B;-, + B;_3.
untile < Q; < d.
Compute one more quadruple (qj—,, Q}, P}, B;_,) as in step 2.
4. Set

I_ I_ o _ D
k=j+1, aﬁ[Q:}l’P“:ﬁ], g = (— 1y Gema = Beoa/D

bad

2 |
where G-, = P By + Qi-1 Bi—s.

Algorithm 3 is discussed in [22]. As soon as Qj is obtained such that ¢ < Q) < 4,
the ideal

a,

_[@n B +/D
g’ o

is reduced, so a, = r,, forsome m € Z .. The extra iteration in step 3 of the algorithm
is to ensure that the bounds 0 < P;_; < \/B, 0< @y < 2\/5 of Theorem 3.1 are
satisfied. (Note that we write P;_,, Q;_, instead of P,_,, Q;_, to indicate that these
are the coefficients of an ideal a; which is not reduced for j < k — 1. This notation
is not to be confused with the notation o’ € K which denotes the conjugate of «.)

Lemma 3.5, Letc, B, (—-2<i<k—2), G_,, 0, and a, be as in Algorithm 3.
Then 0 < B, < B,y < Q//D (=2 <i<k—4), By < (g + )(Qo//D), and

Gi-2 < 3+/DB,_,.
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Proof. 0 < B, < B, is clear from the recursion since all ¢; > 1 for i > 1 by
Theorem 3.1. From Theorem 4.2 in [21], we get B,_; < Q’o/\/ﬁ. The bound for
B, _, follows from the recursion. The inequality for G, _, can be obtained using the
bounds on P,_,, Q;_, in Theorem 3.1 (it is at this point that we need the extra
iteration in step 3 of Algorithm 3). O

Theorem 3.6. If ¢ = (1/U)r;r;, where the coefficients of r; and v; satisfy the bounds
of Theorem 3.4, then Algorithm 3 performs O(log D) arithmetic operations on numbers
of O(log D) bits.

Proof. From Algorithm 2, we have Q, = O(D), Py = O(D) where
o [Q'o Py + \/5}
c=a, ==, ——|.

g c

I

_ [Q;_l P+ ﬁ]
ak - o ) c B}

then it follows from Theorem 4.1 and Corollary 4.1.1 in [21] that |P{| < \/B + 0y,
Qi < Qpfor0 <i<k—2 Theorem3.lyieldsP,_,,Q,_, = O(\/B). From Lemma
3.5, we obtain B; = O(\/B)(—-Z <i<k-—3)and B,_, < (gi—, + 1)By_3 = O(D¥?),
since qg_, < (P, + \/B)/Q;_z = O(D), and G = O(D?). (Indeed, by the Gauss—
Kuz'min law, g;_, will be small most of the time, so generally we have |P_,| =
O(\/B), B, = O(\/B), G-, = O(D)). Hence all numbers in the algorithm are
bounded by a fixed power of D. By Corollary 4.2.1 of [22] the maximum number
of iterations is O(log|Q5)/v/D) = O(log D). 0

Theorem 3.7. Let ¢ = (1/U)r;xr;, where r;, 1; are as in Theorem 3.4, and let a, be
the reduced ideal computed from ¢ = a, using Algorithm 3. If a, =r,,, then §, =
0; + 6; + & where |¢| = log D + O(1).

Proof. We have, from Algorithm 2, Q) = Q,_,Q;-,/0U?, so
16 _ Ge-z + B-2/D .

U Qi1 Qj—l

Since step 3 of Algorithm 3 ensures that k > 2, we have B,_, = 1, s0
6 Gz + Bi_2\/D !

U 4D 4./D

and, from Lemma 3.5,
A - - 4B,_,/D
@Swu<33k 2\/5-1-31‘ 2\/E= k 2,\/_<4(‘ZII¢-2+1)=0(D)-
U Qo %
Set ¢ = log(|6,)/U), then [e} =log D + O(1). If r; =(u;), r; = (y;), and if a,

I, = (4,), then r, = bic = G/U)rr;, so u, = (16/U)p;p;, hence §, = log p,,
log(|6il payy/U) = & + 6, + 6.

O
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Let x, y € R. Our next goal is to compute efficiently from ideals r; € {r_(x), r,(x)}
and r;e {r_(y), r,(y)} an ideal r, € {r_(x + y), r.(x + y)}. To achieve this, we first
compute ¢ = (1/U)r;r; and a reduced ideal r, such that J, =9, +J; + ¢, |e| =
log D + O(1) in time O(log D), using Algorithms 2 and 3. Then 6(r,, x + y) =
O — X —y = 6(r;, x) + d(r;, ) + &, and r,, need not yet be our correct ideal r,.
However, r, can be computed from r,, using Algorithm 1. It remains to be shown
that this requires O(log D) iterations of Algorithm 1. We prove this result and
discuss the details of the algorithm in the next section.

4. Computing Closest Ideals

4.1. Preliminaries for the Implementation

Since we wish to avoid evaluating logarithms in our implementation, we use
expoential distances. If r; = (y;) is any reduced ideal with distance ;, then define its
exponential distance as simply e’ = y;. Similarly, if x € R, we define

a(ry, x

AMrj, x) = % ¥ = pe™,

Since distances are generally irrational numbers, we need to use rational approxima-
tions in our algorithms. More specifically, we approximate a distance A(r, x) € R by
A(r, x) € Q with a fixed precision of p bits, i.e., we write

A, x) = Mg; X where M(r, x)eZ,.
We define the relative error:
. x) = Alr, x)
P = %)

We denote by #(x) the ideal actually computed by our algorithm, so we always have
£(x) € {r_(x), 14 (x)}. Let A(x) = A(f(x), x), A(x) = A(#(x), x) = M(x)/2", and p(x) =
A(x)/A(x).

The following lemma is an immediate consequence of Lemma 3.2(a) and (c).

Lemma 4.1. Let x € R and let j& Z, be such that r_(x) = r;, ¥, (x) = Ij.
(8) (g0 + 1) < Ar-(0), x) < 1 < A (0, %) < gy + 1.
(b) Ar_(x), x) > 1//A, Ar,(x), ) < /A

For our implementation details, we need to define a number of constants together
with their properties. Let Be Z,, be an upper bound on the secretly chosen
“exponents” a, b such that B is polynomial bounded in D. Set

1

1
*= P — — = —
a*=[2/Dl, yx=1+ 55T g=1+ 1>

2
y=lg7'2", K= (1 -)-Cyﬂ) ,  A=gilom
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Also recall that d = D] and A = (4/0%)D is the discriminant of K. Four our
computation, we require

27 > 3072dB?,

i.e., our precision is polynomial in D. For example, if a, b are bounded by d = L\/—ISJ,
we must carry O(D¥?) bits of precision; a bound of Lﬁ | on a and b requires a
precision of O(D) bits, etc. Furthermore, y will be a lower bound for all our
approximate distances M(a, x) throughout our protocol. The following inequalities
hold.

Lemma 4.2,

(a y>1.

(b) K> 1.

© 1*(1 + g/27) < JK < 4%

d g" <1+ 1/./A

(€ x+27<1+1/2""2<A<g.

€ (1 +277)g5/1 — g*277) < 1 + 1//A.

Proof. We only prove the inequality 1 + 1/2°7% < A4 as it explains our lower
bound for p. We have

1 1682 1 2P 3(16B2/2P72) 1632
(10 g =1 g <o),

Since log(1 + 1/x) > /(1 + x)for x > 1;

2
log(g) > > il
47d + 1~ 48 27
So
5 1632 1 1682
4168 =g2exp(F>>(l+§ﬁ> . [}

4.2. The Algorithms

Our first algorithm in this section takes two input ideals #(x) € {r-(x), r.(x)} and
£(y) € {r_(y), ry(»)} (x, y € R) and computes #(x + y) € {r_(x + y), r (x + y)}. The
second algorithm computes, from a positive integer m and f(x) € {r_(x), r.(x)}, an
ideal #(mx) € {r_(mx), r.(mx)}.

Algorithm 4.
Input: t(x), #(y) € R, M(x), M(y) (x, y € R) such that:

iy M(x), M(y) = 7.
(i) #(x) € {r_(x), r.(x)}, () € {r-(») r+(»)}-
(i) g7! < p(x)p(y) < 4.

Output: #(x + y) € R such that #(x + y) € {r_(x + y), ro(x + Y}, Mx + y) > 7.
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Algorithm: First use Algorithm 2 to compute U € Z,,

[g&a,+¢5]ep
2 [

such that ¢ = (1/U)#(x)#(y) = a,. Then compute
a, = (:Q;c—l , P+ \/B] eR O = (=1 G-z — Bioa/D

g o

%
such that a, = 6,c and G,_,, B,., = 0, using Algorithm 3. Then a, = (6;/U)#(x)#(y)

and
- - D
a, =r =|:Q”' I,P 1+f] forsome meZ,.
g ag

Set

_227 + B_,d* s T 6. .
T= [ZZPQQE_;M], b= L=g509i0)

Casel: 1 < L <g*® Thenset

b . . LoP
tx+y)=r, Mkx+y= [62”1():)10)] = [71

Case 2: L < 1. Compute q,,-,, P,, Q,, using Algorithm 1(a). Set
&?+ﬁ]
Qm—l .

From q,,_y, P, @, T,y Topsy, compute g;_,, P Q;_;, using Algorithm 1(a) and T,
(j = m+ 2) where

Tm = 217’ Tm+l = [

Ti=q;-2Tiy + T
until j = n such that T, > 2°/L > T,_,. Set

TO, T,L
fx+y)=r, Mu+w=[&xmnw1=[;1,

Case 3: L > g* Set

(mﬂy+ﬁnrq_{mﬂ?+w]
Qm—z(zp_1 +1) 1Qm—2 '

From Q,_,P,-, T, T,-,, compute Q;, q;, P, using Algorithm I(b) and T;
(j < m — 2) where

T,=2"—1, Tm_l-_-[

T =4, Tus + T

until j = nsuch that 7,_, > L2 > T,. Set
j52

92°7 . . L2%F
fx+y)=r, Mkx+y= [UTI. i(x)i(Y).l = [ T, .l
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Proof of correctness of Algorithm 4. As mentioned before, we need to step through
R in the appropriate direction, starting at r,,, to obtain r, € {r_(x + y), r.(x + y)}.
To see that r, is indeed the correct ideal, it suffices to show that A(r,_,, x + y) <
1 < X’(rnﬁ-l’ x + ,V)'

Since A(a,, x + y) = (|6,//U)A(x)A(y), we see that § and L are approximations for
|6;] and A(a,, x + y), respectively. For simplicity, let 8 = {6;|, G = G,_,, B= B, _,,
and Q = Q. Then

8 <8 < x9.

Proof.

3p 3p 2p % 2p *
2 G+(22 BJD _ 1,6 ;Bd <1<28 -iQ-Bd

,G2° + B(2°\/D + 1)
Q
Now 237y =232 4 227*1 and 22P > 3072242 B* > (3072/2)*(2d)* > (3072/2)*D,
since D = (\/D‘)2 < (d + 1)> < (2d)*. Furthermore, step 3 of Algorithm 3 guarantees
thatk > 2,50 B > B, > 1and G > P,_, B = 1. Therefore
B 2%%1 2l ] (30722
2p+1 - > _ 1
28270 >4D-2<2)>

2%79 = +1

<2

+1=2%0+ 22Pg+ 1.

and trivially

22p+1 B\/B > 22p§
Q Q

It follows that

T <2370 ¢+ ZZPE +1<2%8 + 22"“—8—[2 + 22"“9 = 2370 4 22P*10 = 3Pyh.
0 Q Q
We also have
L
g—3<l(a,,,x+y)SL.
Proof.
0Ax)A(y) 6L

6
Aae, = gAY = - ’
@ x +y) = 5 A(x)A0) Up()p(y)  bBgp(x)p(y)

s0, since y < g, by Lemma 4.2(¢),
L < L < L <L
g g*x  gup(x)p(y) gp(x)p(y) =

The bounds on A(a,, x + y) show that our three cases, 1 <L <g3, L <1,L> g’
correspond to A(r,,, x + y) = 1, A(r,,, x + y) < 1, and A(r,,, x + y) > 1, respectively.
For each case we need to show M(r,,x+y) >y and A(r,-,x+ <1<
j'(rn+17 X + y)

<A@, x+y <
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Case 1. In this case we have 1/g° < A(r,., x + y) < g°, so, by Lemmas 3.2(c) and
4.2(d),

3
1
Mwxty) @ 1,

Ao, X+ Y} = - < <
S 72 R /A 9
and

1+ 1//A
A‘(rm+1’x + }’) = w’rlnl'l(rmr x+ ,V) > '—g—é—‘\/: > g4 > 1.

Furthermore, M(x + y) > [2?/g] = .

Case 2. Here Ar,,, x + y) < 1, so we need to compute right neighbours of r,
in order to increase the distance and move closer to x + y. Note that ifr; = (6;/6,,)r,,,
then T;/2F is an approximation for |6;/6,,| = [Ti=5 il (j = m) and this expression
increases as j increases. Hence, if T, ~ 2F/L, then

T A
= —Z—’EL = 6—;’ Ay, x +y) = Arj, x + ).
We have
6| T 8
<2 e j > m).
| =2 <% 9,'..| (j=m
Proof by induction on j. The case j = mis 2 = T,, < x2P. For j = m + 1, we have
6y P27 + d* P,2° + d*
I <2 < e < Ty < ——— + 1
9m Qm—l * Qm—l
p2° D27 + 1 1
XDV AL e Lo 2
Qm—l Qm-—l
= 22 Wl = x27| 2
O
From Lemma 3.3(a) and (c), it follows that
Oea| _  1%1| |9
A Il A B (A
hence, since all g; > 1 for j > m, the rest follows trivially from the linear recursion

for T.
We clearly have M(x + y) > [27/g] = y. Now

612 6 TL 1
161 T; 6 27 gp(x)p(y)

I
_j.

Om

)'(rj’ x+ y) = j‘(l.ma x + ,V) = for all J >m,

SO
16,4127 0T,_, 1
16l To-y § L27 gp(x)p()

1
AMrp—, x+y) = <1~1-1ug—-g=1
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and, as in Case 1,

A N )>(1+ >|9’|2"0TL 1 >g7111 1
oL X Ll e Sl =
wrT) JA AT, 0 2 gp()p(y) " 7 xx &

hence #(x + y) € {r_(x + y), r.(x + y)}.

Case 3. In this final case A(r,,, x + y) > 1, so we need to compute left neighbours

of r, in order to decrease the distance and move closer to x + y. Here, if

= (n/C)r ., then T;/27 is an approximation for

5| _|e

AN

and this expression increases as j decreases. Hence, if T, =~ L2°, then

L - -
T. |G 4

We show, by induction on j,

g G

X[ 2” T

Proof. (22 —1) = (14+1/2P"1)(2° —1) = 22 +1 —1/2°7" > 2P s0 2°/y <

22— 1=T,<2°

= H il (i<m),

i=j

1= L= Alr,, X + y) = A(r,, x + ).

(j<m)

4 _,2° P 2P 4+ d*
2 Cn-1 —Il[/,,,_ll_fi—Pi'i'l—ST,,,_1<—11—+—+l
x| G XQm-2 XQm—2
22+ /D27 + 1 2¢
1 ’
+ 1=+ + 1.
AOm-2 X Vet 1Om—2

Now x2P =27 + 2,50 2P/y = 2P — 2/y and

2 Wl + 1< 22+ 1 1<2W|— 1)
2 Q2 mt Y Qe
12P,_ +2/D—1
g 1L e 22D
X Om-2
1240, ,—
<y 41— 12t G2
W + 1 25502
1 1
= 27|y +1—_<1+ )
W] 5

1 1
< 27|y, +1—_(1+~——>

1 1
< 2P|Yp4| + 1 "2(1 + i;“) = 27 [yl

= P|272
o
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using /D < 27~2. Now from Lemma 3.3(a) and (c), we obtain |}, ;| = —q;{{j+;] +
[{;l, hence

4 jer| o, {Gie2 .

=t <m-—2),

Al v

so T;and [(j/{,,| satisfy the same recursion. Hence the above inequalities follow since
all g; > 1 for j < m — 2 by Theorem 3.1.
Now, as in Case 1, we have M(x + y) > [2?/g] = y and

{m |{ml T; 6 L2P 1 .
AMrox+ ) =2 Mr, x + V) = =2 - —— forall j<m,
0 X+ ) =1 Mo X+ ) = 2150 57T 3000 0) J
SO
[{l Toey 6 L27 1 1
Ay, X+ y)=— - <l1-1-—g=1
ot X4 = o 3 T, 95 0P0) g
and
U\|CIT,0L2P 1 11,1 4°
Ay, X + ><1+—)—'7"—!7————~—> oS =5>g3>1,
(Frs 49 N T TR A A
hence t(x + y) e {r_(x + y), ro(x + y)}. O

Theorem 4.3. If #(x), #(y) € R are such that the bounds of Theorem 3.4 and the
conditions of Algorithm 4 hold, then Algorithm 4 performs O(log D) arithmetic opera-
tions on inputs requiring p + 3 log D + o(1) bits of storage in almost all cases. In
particular, M(x + y) = O(2”) almost always.

Proof. By Theorem 3.4, computing ¢ takes O(log D) arithmetic operations on
numbers bounded by O(D). By Theorem 3.6, the same is true for the computation
of r,,. By Theorem 3.1, in obtaining #(x + y) from r,,, all coefficients computed by
the neighbouring algorithm are bounded by O(\/l_)). So we only need to prove
that r, = #(x + y) can be obtained from r,, in O(log D) iterations (i.e,, |[n — m| =
O(log D)) and that the maximum value of T, is bounded by 0(2"\/5) in almost all
cases. From the proof of Theorem 3.7, we have 1 /4\/5 < 6/U < 4(q + 1) where g
isasin Theorem 3.7. By Lemma 4.1(a), A(x) < ¢’ + 1, A(y) < g” + 1{or some partial
quotients q’, ¢” generated by the continued fraction algorithm. Therefore

8
L< gxap(x)p(y)l(X)i(y) <4x9*@+ D@ + (" + 1)

and

L> 6y2> 11 1
=90 /b 49D

Distinguish between the same three cases as in Algorithm 4.
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Case . M(x + y) = [L2?/g] < [2Pg?]. There is nothing else to prove.

Case 2. From Lemma 3.2(b), 4g\/5 >1/L> T, /2 = 18, /6, =122 1¥il >
20=m=D12 or 27~ < 322D, So n — m = O(log D). Now T,_, < 2?/L < 2°*24./D,
Ty < (@nz + DTy < (qu—z + 1)g2°*2/D, and q,_, is almost always small by the
Gauss-Kuz'min law. Finally,

p1d
M(X + .V) < ‘-(qn—z + I)T;QIL-l < ‘>(qn—2 + 1);]

Case 3. Here

’

=TI 1wl > 2w,

i=n

Yoa+ D@+ D@+ D> L2 2= (2
$0 2™ < (4xg%(q + 1)(¢’ + 1)(g” + 1))*> = O(1) in almost all cases and O(D*) in
the worst case. Hence m — n = O(log D) and m — n = O(1) almost always. Now
Tomt < (Guey + DT, S (guey + 1L2? < 4xg%(@ + D(q" + D(@" + 1)(gpey + 1)2%,50
again T,_, = O(2”) in most cases, and T,_, is the largest value computed in the
recursion. Finally,

_1_<qn+1+1 Gn+1 + 1
T, T, L2 -

s0 M(x + y) < [(qu+r + 1)(2%/9)]. O

Algorithm 5.
Input: t(x)e Rforxe R, M(x),me Z,.
QOutput: £(mx), M(mx).

Algorithm:

1. Obtain the binary decomposition m = ) [, 52" of m, ;e {0, 1}, by = 1.
2. Set #(zy) = #(x).
3. Fori=1tordo
(a) Compute #(2z;_,), M(2z;_,) using Algorithm 4.
Set #(z,) = £(2z,-y), M(z;) = M{2z,_;).
(b) If b; = 1, then compute #(z; + x), M(z; + x) using Algorithm 4.
Set £(z;) = #(z; + x), M(z;) = M(z; + x).
4. Set f(mx) = £(z,), M(mx) = M(z,).

This algorithm uses a standard exponentiation technique (see, e.g., [12]). From
Algorithm 4, it is clear that if g7! < p(z;-,)* < g after step 3(a) and g~ <
p(2z;-;)p(x) < g after step 3(b) in each iteration of the algorithm, we have M(z;) >
and #(z;) € {r,(z), r-(z)} (1 <i<r).

Theorem 44. Let me Z,, x € R, and let t(x) satisfy the bounds of Theorem 3.4.
Furthermore, assume that conditions (i)—(iil) of Algorithm 4 are satisfied for each
application of Algorithm 4 in step 3 of Algorithm 5. If m is polynomially bounded in
D, then Algorithm 5 performs O((log D)?) arithmetic operations on inputs of O(log D)
bits.
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Proof. By Theorem 4.3, since p = O(log D), all numbers have input size O(log D).
Step 1 of Algorithm 5 takes O(r) = O(log m) operations and this is O(log D) if m is
polynomially bounded in D. Steps 2 and 4 take O(1) operations. For each iteration,
steps 3a and 3b each perform O(log D) operations. So the number of operations
needed for step 3 is O(r log D) = O((log D)?). O

Now that all the required algorithms for our protocol are known, there remain
two more problems to be solved:

1. Both communication partners need to start with an initial ideal such that
conditions (i)—(iii) of Algorithm 4 are satisfied throughout the protocol, ie.,
for each iteration of Algorithm 4.

2. Algorithm 5 computes one of two possible ideals. The two partners need not
obtain the same ideal from Algorithm 5 and must be able to agree on a
common unique key.

These two problems are solved in Sections 4.3 and 5, respectively.
4.3. Error Analysis

Theorem 4.5. Let x, y, #(x), #(y), M(x), and M(y) be as in Algorithm 4. Then
p(x)p(Y) < p(x + ) < /K(x)p(y).

Proof. Assume M(x), M(y) > 7, #(x) € {r_(x), r.(x)}, #(») € {r_(»), r.(»)}, and
g~ ! < p(x)p(y) < g. We only prove the result for Case 3; the reasoning for Cases 1
and 2 1s analogous.

M, x4+ y) _ QYTYO/U)A)A)
SR b e AT YIYTE)

4
|z
Q@?/T)O/U)A(x)A(y) + 277
T /CTOTUYAX)AY)
20|16 1 )
= =|=5+ s
PPy )< G0 " 221001 O/ AAG)

T,
' T,
b ) < p(x)p(»)x <x + gzi)

p(x)p(y) > p(x)p(y),

plx +y) <

6
< p(x)p(y)5<x + fgz—,,

-

< p(X)p(M)x? (1 + g)

2°
< VKp(x)p(y)
by Lemma 4.2(c). O
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Theorem 4.6. LetmeZ,1 <m< B, xeR, #(x)e {r_(x), r.(x)}, M(x) > y and let
D
P(x) = [g P_t_\/:]
o o
be such that 0 < Q < 2./D, =1 < (P + /DY/Q < 0. If

. g \¥e-D
g <plx) < KFT ,

then M(mx) > vy, #(mx) € {r_(mx), r.(mx)}, and

min{1, p(x)*""'} < p(mx) < max{1, p(x)*""'} K™,

Proof. Let U, =max{l,p(x)} =1, Ly =min{l, p(x)} <1, and 2" <m < 2"*L.
Define

Uivi = KU U2, Ly, = LoL? O<i<gsr-1

Then U, > U; > 1 since K > 1,and L,,; < L; < 1. By induction on i it is easy to
prove

Ul- = Uozl'ﬂ_lei_l, Li = L(Z)“l—l (0 _<— l S r)‘

Then Ur — UOZ"“-l K21 < U02m—1 Km-1 < UOZB—IKB—I’ L = Lg"*“—l > L(Z)m—l >
L3 1 If U, = 1, then U, < KB! < ASB~D = 43B-1/85 o 4 by Lemma 4.2(c). If
U, = p(x), then U, < p(x)?8"1KB! < (g/KB')KB™! = g. So in either case U; < g
for 0<i<r Similarly, if Lo=1, then L, > 1> g™, and if L, = p(x), then
L > p(x)*® ' > g ! soineithercase L;>g ' for0<i<r.

We show L;<p(z)<U; for 0<i<r. Prove this by induction on i:
Ly < p(x) < U, and p(z,) = p(x). Using Theorem 4.5, we obtain the following.

Case b;., = 0.
p(zier) = p(22) = p(2,)* 2 L} 2 Lyvy since Lo < L.
p(zis1) < /Kplzi)? < \/EU,-Z <Uy, since K>1, U,>1.
Case b, = L.
p(zir)) = p(2z; + X) = p(z)?p(20) 2 LI Lo = Lisy.
Pzin) < /Kp(22)p(x) < Kp(z:)*p(zo) < KU Up = Upay.
It follows that L3™! < L, < p(z,) = p(mx) < U, < Ug™'K™L.
Next we prove that L; < p(z;_,)*> < U;and (incase b; = 1) L; < p(2z;_,)p(x) < U
(1 <i<r). Then it follows that g~ < p(z;_,)* < g after step 3(a) and g™' <
p{22;_,)p(x) < g after step 3(b) in each iteration of Algorithm 5, hence M(z;) >
y and #(z;) € {r,(z),r_(z;)} for 1 <i<r, and from the rth iteration f(mx)e
{r_(mx), r,(mx)} and M(mx) > y. Again, we prove our claim by induction on i. For
simplicity, we let p(z_,) = p(2z_,) = 1.

Thecasei =0is L, <1 < Uy and L, < p(x) < U,. Now assume that our claim
holds for i and prove it for i + 1. From our previous result L; < p(z;) < U,.
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Liyy =LoL? < L? < p(z)* < U? < KUyU? = U,,,. Now assume b, =1
From Theorem 4.5, p(2z;)p(x) = p(z;)*p(x) = L}Lo = Li, and p(2z,)p(x) <
VK p(x) < /KUZUy < Uy g

Theorem 4.7. Leta,beZ,1<a,b< B, ceR,andlet
P D
#(c) = [Q _+_\/:]
g G

be such that #(c)e {r_(c), r. ()}, M(e) 27, A < p(c) < A, and 0 < Q < 2./D,
-1 <(P- \/B)/Q < 0. Then M(abc) > v, #(abc) € {r_(abc), r.(abc)}, and g7' <
plabc) < g where f(abc) is obtained by applying Algorithm 5 to #(c) and b to compute
#(bc), then applying Algorithm 5 to #(bc) and a.

Proof. We want to apply Theorem 4.6 first to #(c) and b and then to #(bc) and a.
Hence we first need to show that g~"28~1 < p(c) < (g/K®7!)"28=Y To prove these
inequalities, observe that, by Lemma 4.2(c), A28 KB~1 < 42871466~ = 48B-7
gBB=TN6B® g 50 42871 < /KB ! < gand hence g™VF TV < 4 < p(c) < A <
(g/KB1)2B-1) By Theorem 4.6, we have M(bc) > y, #(bc) € {r_(bc), r,(bc)}, and
min{l, p(c)**™'} < p(bc) < max{1, p(c)** '} K*~'. From Theorem 3.1, we know
that #(bc) satisfies 0 < Q <2./D, —1 < (P —/D)/Q <0, so only g~¥@8~ <
p(bc) < (g/KB~1)Y2B~1) remains to be proven.

Assume first that p(c) > 1, then from our above result p(bc)>1>g¢g
Using Lemma 4.2(c) again, we see that g = A5 > A*B*K2B* 5 4Q2B-1)? K2B(B-1)
(AZB—IKB—I)ZB—IKB—l’ 50 p(bC) SP(C)Zb_le_l S p(c)ZB—lKB—l < AZB-IKB—I <
(g/KB"1)¥2B-1)  Now consider the case p(c) < 1. Then p(bc) = p(c)**™! >
p(C)ZE‘l 2 A—(ZB—I) — g—(ZB"l)/16B2 > g'((ZB"l)/(‘l-B“Z)z) > 91/(28—1) and from g >
AL2B 5 K28 5 K2BB-1 _ gB-UGB-DKBL we obtain p(bc) < K*™' < KB <
(g/KB~1)YB-1_1f follows from Theorem 4.6 that M(abc) > y, #(abc) € {r_(abc),
r.(abc)}, and min{1, p(bc)**!} < p(abc) < max{l, p(bc)** '} K71,

We finally need to show that g™ < p(abc) < g.If p(bc) = 1, we have p(abc) > 1 >
g~ ! and p(abc) < p(bc)** 1K™ < p(bc)*2 KB < (g/KB')KB™! = g. In the case
where p(bc) < 1, it follows that p(abc) > p(bc)**™* > p(bc)*®™! > g7 and p(abc) <
Ka—l S KB—I S A6(B—1) = g3(B—1)/8B2 < g. D

—-1/(2B-1)

Lemma 4.8. Let
D
r=(#)= [g’P_ii]eiR,
o g
where r is obtained from O by applying Algorithm 1(a) to O a few times (at least once).

Set ¢ =log|ul, #(c) =r, M(c) = 27. Then #(c) and M(c) satisfy the conditions of
Theorem 4.7.

Proof. By Theorem 3.1, 0 < @ < 2./D, —1 < (P — \/D)/Q < 0. Since A(r, ¢) =
luje™ =1, we haver € {r_(c), r.(c)}. Furthermore, M(c) =2 > y,s0 p(c) = 1. (J
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Now if both communication partners start on an initial ideal £(c) generated as
described in Lemma 4.8, they can obtain their respective key ideals f(abc) such that
M(abc) > y, #(abc) € {r_(abc), r,(abc)}, and g~ < p(abc) < g, and the conditions of
Algorithms 4 and 5 as well as those for Theorem 4.3-4.7 are satisfied throughout
their entire computation. Given the above bounds on the relative error p(abc), we
show that the partners are able to agree on a common unique key.

5. Solving the Ambiguity Problem

Before resolving the ambiguity in the ideal computed in the protocol, we need a
method for computing from #{abc) not only its neighbouring ideals as done in
Algorithm 1, but also their approximate distances.

Algorithm 6 (Neighbouring).
Input:r;e R, M(r;, x) (xeR,j = 2).
Output: 1;,,, ¥y € R, M(rj44, X), M(r;_;, X).

Algorzthm Computer;,,r;_, using Algorithm 1. Compute rational approximations
% @;—, for |y| and | g;_, |, respectively, as follows. Define s € Z=% by

_{o if P, <d,
" |Uog,(2d + 1)) if P =4

Lett=s+pandd = f2'\/5'|. Set
2°P, + d* . d—2'P_,
i= g P11 =
! 2ij-1 ! 2 Qj-l
M(r;.p, x) = [PM@, )1, M-y, x) = [¢;-, M(x;, )].

Lemma5.1. Letr;_,,r;,1;4, € R, xeR. Then

14277

; : << . ,
p(r]’ x) < p(rjil’ x) =1 - M(rj:tl, x)—l p(rJ’ x)

Furthermore, if t is as in Algorithm 6, thent < 2(p — log, B) —

Proof.
Gp-y 27 td — P._,

[@i1] \/— P,

> 1.

Similarly, §;/|¢;| > 1.
by QDB L
Iw}-ll JD-P, /D - Py

If Py <d, then /D— P> 1,50 ¢y /l@j-y| <1+ 27" =1+ 272 If P, =4,
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then2d + 1 £ 2% s0

and

D — P? D —d? 1 1
D—-P_, = E it N > >27s
VDB JD+ P \/5+d>\/}—)+d>2d+1

5. 1
(pl,lﬁl‘l'-t‘:s‘:l'f'z_p
|@;-1 2

Analogously, we prove 1171-/[ gil <1+ 277

_ M) A )

Pty X) = > 1 > p(r;, X)
m l(rjﬂ, x) I!l'jii(l',-, x) !
and
l}ji(r, x)+27° _ p(tjs1, X)
P, X) < 2L < (1+27)p(r, x) + — ",
dah [l Alr;, x) ! 27 A(xj4y, X)
s0
(s, X} 1 ! < (1 4+ 27P)p(r;, x)
P+t M{t;r, ) P
and
1427°
plEjsy, X) < ﬁmﬂ(fp X).
Similarly
14+27F
pr_y, x) = p(r;, x) and  p(r;_y, x) < m_):‘fp(rj, x).

IfP_, <d,thens =0,s0t=p. If P,_, = d, thensince 2*™" < 2d + 1,ie,2°7% < d,
we have 272 < d < 2°/3072B% < 2°/2048B%, hence s<p—2logB—9 and t <
2(p —log B) — 9. O

Denote by r(x) the reduced ideal closest to x, i.e., |d(r(x), x)| < |(r, x)| for any
reduced principal ideal r 5 r(x). Let 1, (x) = A(r(x), x); analogously, we define M, (x),
A1(x), py(x). Clearly, r(x) e {r_(x), r+(x)}, so Algorithm 4 computes either r(x + y)
or one of its neighbours; similarly, Algorithm 5 generates r(mx) or one of its
neighbours.

Our protocol is such that Alice and Bob are either both able to determine r(abc)
or, if this is impossible, they both obtain r,{abc). The next two lemmas give the
details for resolving the ambiguity problem.

Lemma 52. Let xeR and g  <p(x)<g. If g7 <i(x)<g, then g~2<
Ai(x) < g2

Proof. For brevity omit the argument x. If § = §(x) = d(f(x), x), then, by defini-
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tion, |4,| < |6, which gives four cases, depending on the signs of 6, and é:

LAixi >1
2. A< /i < 1.
34> 1/4, > 1.
4 1<A <1

Suppose first 1; <g~%, so 4, < 1. If A <1, then, from Case 4, if pPA L pA, <
gg~% = g~! which is a contradiction. If A > 1, then, from Case 3, 4 > p(1/4,) >
g 'g% = g which is again a contradiction. The case 4, > g* follows analogously.

a

Lemma 5.3. Let a, b, c, #(c), and M(c) be as in Theorem 4.7. If A (abc) > g* or
Ai(abc) < g72, then #(abc) = r,(abc). If g2 < A,(abc) < g?, then r(abc) can be deter-
mined from #(abc).

Proof. Again omit the argument abc for brevity. If 1, > g? or 4, < g~2, then (since
I> g™1), by Lemma 5.2, 4 > g. It follows that 1 = i/p >gg~ ' =1,s0f =r,. Now
letg~2 < 4, < g% From Theorem4.7,g ' < p<gandte{r_,r.},sor=forris
one of the neighbours of £. Therefore, by Lemma 5.1,

<o < 1427F
p_pl—l-—Mflp

NowM, = 1,27 = p,1,2° > pA,2° > g 1g722? = g732%,s01 — M{' > 1 —g3277
and

14277  t1+2°

(=M “1—g2 7

Hence

1+277 1+27°

—3 - 3
g <plh£ph < T—_—‘FET;PM < 1—:?2—_59 .

Since p, 4, = ):,, we can determine an ideal a which is either £ or a neighbour of ¢
such that

SR 1+27° 14+27¢
g73 < A(a, abc) < 1—_——93—2_793 and p < p(a, abc) < 1—_—g3-2—_—pp.
If r = ya where Y € K, then
] = Ay Ayp(a, abe) g7'p L 1=27g

Aa,abc)  F(a,abc) (1 +27P)(1=g°277)g°> = (1 +277)¢°

1
>1+1/JZ

and

14+27¢ (1+277)g° 1
3 1 .
Y| < gg 1_932_,,p (=273 < +ﬁ’
using Lemma 4.2(f). By Lemma 3.2(c), it follows that a = r is the ideal closest to
abc. |
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Now assume that either of the communication partners computes a final ideal
#(abc) with distance M (abc). He/she then determines the ideal’s two neighbours and
their respective distances. If among these three ideals there is one, say a, which
satisfies

(1+27)g°

2°
5—3- < M(a, abc) < m,

then b = r(abc) from the proof of the previous lemma. Otherwise, by the same
lemma, we must have A,(bac) < g~2 or 1,(bac) > g* and hence #(abc) = r,(abc).
With this final observation, we are able to present the entire protocol.

6. The Protocol

1. Both Alice and Bob agree on D and an ideal r € R (obtained by applying the
right neighbour algorithm to the ideal O = [1,(c — 1 + \/I_))/a] one or more
times). They compute p = [log,(3072dB?)| + 1and M = M(c) = 27 according
to Lemma 4.8 where ¢ = log|ul, r = (u), e, r = #(c). D, r, and M can be made
public.

2. Alice secretly chooses a € {1, ..., B} and from f(c) computes

#ac) = [%— FatvD +6‘/5 J M(ac) > 7

using Algorithm 5. She sends the triple (P,, Q,, M(ac)) to Bob.
3. Bob secretly chooses & € {1, ..., B} and from f(c) computes

B(be) = [%——PB—}‘/—B] M(be) > 7

using Algorithm 5. He sends the triple (Pg, Qg, M(bc)) to Alice.

4. From t(ac), M(ac), and b, Bob computes #(bac) and its two neighbours as well
as their approximate distances (i.e., M values) using Algorithms 5 and 6. If he
finds among these an ideal a such that

2° 1+ 29)g°

? < M(a, bac) < (1—_—2_—3—3—3,
then a = r(bac). In this case he sends “0” back to Alice. If he cannot find such
an ideal, then he has computed r, (bac). In this case he sends “1” to Alice.

5. From #(bc), M(bc), and q, Alice computes £(abc), M(abc) using Algorithm 5. If
she received “0” from Bob, then she computes the neighbours of #{abc) and
their approximate distances and attempts to compute r{abc). If successful, she
sends “0” back to Bob. The common key is then r(abc). Otherwise the ideal
f(abc) she computed is r,(abc). In this case she sends “1” to Bob. If Alice
received “1” from Bob, then he was unable to determine r{bac) in which case
the ideal #(abc) computed by Alice is r . {abc). This is then the key.
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6. If Bob sent “1,” then the ideal #(bac) = r,(bac) is the key. If Bob sent and
received “0,” then the ideal a he computed in step 4 is the key. If Bob sent “0”
and received “1,” then Alice was unable to determine r{abc). The key is then
the ideal #(bac) = r,(bac}) initially computed by Bob. Note that if Bob sends
“1,” Alice need not reply. Altogether:

Bob Alice Key

Sends “0”  Sends “0”  r{abc)
Sends “0”  Sends “1”  r,(abc)
Sends “1”  No reply r.(abc)

The actual key is the bit string given by the binary representation of the
coefficients of the key ideal (or any substring thereof).

7. Security

7.1. The Discrete Logarithm Problem in R

The only known way of breaking our scheme (apart from exhaustive search) is to
solve the discrete logarithm problem in R, given as follows: for any given reduced
ideal r; (j < !), find its distance ;. If a cryptanalyst can solve any instance of the
DLP, clearly he can break our scheme, since on intercepting f{ac) = r; and M(ac),
he can compute ac ~ §; — log(M(ac)/2P) + kR for some k € Z (similarly for b). Since
R is usually larger than ac, k will tend to be quite small; thus an adversary can
retrieve the key ideal in a few trials for k values.

Since J; = log y; for r; = (y;) € R, the DLP in R is equivalent to the problem of
finding, for any reduced principal ideal r;, a generator y;. It should be pointed out
that a fast algorithm for solving the DLP can be used to find the regulator R of K
quickly. Details of this method are given in [3] and [2]. By a result of Schoof [18],
we know that if it is possible to find R quickly, then D can be factored quickly. Thus
the DLPinK = Q(\/B) is at least as difficult as factoring D.

An algorithm to solve the DLP is sketched in [3]. The first stage employs a
method which can also be used to determine R and the structure of the class group
of K. Details and an implementation are given in [4]. As an example, we mention
that the computation for A = 10*° + 1 (a discriminant far too small to guarantee
security in our scheme) took 8.3 hours on a SparcStation 2. Then the results
computed in the first stage are used to solve the actual DLP by an index calculus
technique. This second part of the algorithm is explained in the case of imaginary
quadratic fields (i.e., D < 0) in [15]; an extension to the real quadratic case is
outlined in [3]. The overall algorithm seems to be subexponential, with the
precomputation in the first stage requiring most of the work. The complexity is

L(A)VZ+o), assuming certain Extended Riemann Hypotheses (ERH), where L(x) =

exp(+/log x log log x). For large values of D, this method is totally impractical.
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7.2. Choice of D

To prevent an exhaustive key-search attack, we need to ensure that the number
I of reduced principal ideals in K is sufficiently large. Since # =[6/,| =
[1i1 191, where r, = (1) and ¢; = (/D — P)/Q, (1 < j < I), we have R = log # =
Zj-=1 log|y]] < (I/2) log A by Lemma 3.2(c), and therefore I > 2R/log A. Hence we
require a lower bound on R.

The analytic class number formula yields R = (L(1, x)/2h)\/K, where L(s, ) =
Y k=1 (x(k)/k®) is the Dirichlet L-function corresponding to the Kronecker symbol
x = (A/-) of K and h is the class number of K. By a result of Littlewood [13], we
have L(1, y) > C/(log log A) (assuming ERH), where C = n%/12¢"(1 + o(1)) and y
is Euler’s constant. Hence

c_JA

>ﬁlog log A’

and we need to bound k from above.

If k is the odd part of the class number, i.e., h = 2™k where 2} k, then we can use
the heuristics of Cohen and Lenstra [5], [6] to show that the probability that k > x
is asymptotic to 1/2x. This can be done by estimating ), <, »oqq (W(n)/n) (for notation
see [5]) and using the Tauberian theorem mentioned in the proof of Lemma 5.2 of
[6], followed by partial summation. Now it is known (see, for example, [7]) that h
is odd if D =p, D =2p, or D = p,p, where p is any odd prime and p,, p, are
primes congruent to 3 (mod 4). More cases of values of D for which the even part
of the class number can be bounded are given in [10]. Thus by selecting such
a D value which is large, we expect that it would be most unlikely that [ <
\/5/( 10%° log D log log D), say. This renders the likelihood of success of a search
technique to be very slight indeed.

8. Remarks on the Implementation

The implementation was done in C language using multiprecise integer arithmetic.
Unfortunately, the only machine available to us at the time was a DEC MicroVAX.
Tests show that a more modern workstation (such as a DECStation 5000) yields
computation times which are approximately 100 times faster than those achieved
by the MicroVAX.

Examples show that among the three cases of Algorithm 4, Case 1 was never
encountered, Case 3 occurred very rarely (at most once per application of Algorithm
5), and Case 2 occurred almost always. This is to be expected since Case 1
(1 £ L £ g¢®) permits only a very small range of L values and corresponds to
a very unlikely event, namely, having found #(x + y)immediately after the reduction
step. Using the bounds from Theorem 4.4, we see that the range for L in
Case 2 (1/4g\/5 < L < 1) is much larger than the one for Case 3 (1< L <
4xg*(q + 1)(q' + 1)(g@” + 1)). In addition, as pointed out in the proof of Theorem
4.3, the number of iterations of Algorithm 1(b) in Case 3 was always very small. In
fact, it never exceeded two, even for our largest discriminants which were around
200 digits.
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In all our examples, we encountered the simple case of the protocol where Bob
and Alice both compute r,(abc) and only Bob needs to send his bit 1. Again, we
expect this since the bounds given in step 4 of the protocol leave an extremely narrow
range for M(a, bac) and force M(a, bac) to be very close to 2°.

8.1. Examples

Among many examples, we ran our scheme on the two fields K,, K, generated by
the square root of D, = 2'°7 — 1 (a 33-digit prime) and D, = 2%°7 — 1 (a 183-digit
prime), respectively. For K, we chose B = L\/B |as our bound on a and b, requiring
O(D*?) bits or roughly 50 decimal digits ‘of precision. The computation time for a
16-digit exponent was 3 minutes 21 seconds. For K,, we used B = I_\/BJ (precision
O(D??) or 275 decimal digits) for a 91-digit exponent and B = L\“/_D—j (precision
O(D)) for a 45-digit exponent. We consider the latter bound sufficiently secure. The
first exponent took approximately 97 CPU minutes to compute; the second one
used 41 minutes of computation time. Recall that, by our previous remark, the above
parameters would give us computation times of approximately 2 seconds, 1 minute,
and 25 seconds, respectively, on a modern workstation.

8.2. Improvements

Considering the above remarks about the frequency of occurrence of the three cases
of Algorithm 4 and the number of iterations of Algorithm 1 in each case, we focused
our efforts for speed-up on Case 2 of Algorithm 4, ie., on speeding up Algorithm
1(a). The following version of the continued fraction algorithm due to Tenner (see
[22])is a significant improvement and can be used for both Algorithms 3 and 4. Let

[g,f:;_@]

be a primitive principal ideal. Set

P, =P, 0,=0, Q.= Qoo’ o={1 if 0<0

Potd+to=4¢oQ + 7o

(e, qo = L(Po +d+t5)/Qpland rg = Py +d + ty — q0Q0), and, for j = 0,

By=d+t;—r, Qj+1=Qj-1 — aj(Fsy — P),
_Jo if Qi >0,
LT Qe <0,

(ie., dj+1 = L(Pj+1 +d+ tj+1)/Qj+1J and Ty = Py + d+ Liv1 = Gj+1 Qj+l)-
This algorithm is particularly useful if division with remainder is a single opera-
tion as was the case in our implementation, since ¢;.; and r;;, are computed in
one step. It cuts down the number of divisions and multiplications by half (i.e., from

two to one per step) and merely introduces one extra addition if the ideals are
reduced.

P +d+ 1ty =q;41Qj41 + Iy
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